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Abstract

The need for secured data transmission devices is growing in current generation networking meadows. It is
very important to process all the transmitted data in a confidential way and maintain integrity by means of
congesting other unauthorized users from entering the internal system. However some of the secured devices
that are already present in the market cannot be trusted for a long period of time as non-repudiation factors are
much higher. As such, in a data processing technique, a device needs to be verified in a complete manner before
trusting it. Hence, the proposed method provides possible solutions of verifying a network device before
transmitting data. In order to verify the data without difficulty, blockchain procedures are incorporated where
no large segments of data are transmitted as fragmentation of data is being processed in the many circumstances.
Moreover, the zero trust devices are verified for more time periods, and only if appropriate data processing
routes are captured, only the devices are then allowed to transmit. To test further the accuracy of zero trust
devices, real-time data outcomes are analyzed under five different scenarios and even congestion is highly
reduced in the projected model. Thus, in the comparison case with existing method, the proposed outcome
which is enacted with an analytical model proves to be much effective at more than 78%.
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1. Introduction

The major scientific problem of security exists in most of the designed engineering and non-engineering
sectors that are provided for data transfer function [1]. Whenever a system is designed for complete online
mode of data transfer, there is then a need for high security features where entire data must be prevented
from external system operations [2]. Even after examining most of the designed applications, it has been
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found that the speed of data transfer and other related characteristics are perfect in their own way [3]. But

in existing data transfer case studies, evaluations have been made with control techniques based on speed
measurements, inducing the entire system to operate under low security cases [4]. Therefore, the entire
data network must be redesigned by maintaining other characteristics which are a very difficult task to
achieve, so that authentication factors can be considered by adding some futuristic determinations [5].
Additionally some of the existing evaluations provide support to security features without any trust
factors, resulting in low-effect causes, and it needs to be reduced [6]. It is an arduous effort to send data
that only the recipient can grasp, even though it is necessary for most companies under all real-world
conditions. Therefore, all apps must be accessed using conventional network edge technologies to provide
a secure design of data processing networks. However, a majority of current network architectures are
only designed with weak authentication, requiring the use of hybrid resources. Even hybrid solutions are
susceptible to inadequate security measures, since data in the surviving state of a particular model can be
taken by another user on the same network if the model is moved to a different state. Therefore, the
proposed method connects to the blockchain protocol, which divides all data into individual blocks for
simple transfer. The total congestion present throughout the data transmission phase is avoided, along
with some random hazards analyzed in tandem through the suggested method. Additionally, the zero trust
models are confirmed by including several security measures that offer a good chance of connecting a
portion of the defined network's nodes. The proposed technique uses a delay reduction procedure at the
early data transfer stage to prevent unwelcomed or unknown users from accessing the planned network.
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Fig. 1. (a) Block diagram of proposed verification model and (b) transaction execution hierarchy.
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The sequence in Fig. 1 usually starts with identification of the data set by which it is provided in the

form of resource application. Once the resources are incorporated at the initial state, a control state is
established to verify the user request. Then, a differentiation is made between authorized and unauthorized
users as entire data is segmented into different parts, with only requested data being sent to the users. It
is necessary that recognized data must be transmitted using a network which is not present in the trusted
environment on account of trust authentication factors not being present. Therefore, at the next sequence,
the connection will be transferred to local servers where verification of forward and reverse links takes
place, following after data segmentation and verification storage of appropriate data takes place in a
wireless environment with a high trust factor, leading in turn to the management stage. The last sequence
of device verification model consists of verifying unique characteristics of devices where direct interface
segments are provided. Because whole devices are tested and validated at high transfer packet rates, the
proposed method is the only one capable of resolving the aforementioned obstructive circumstances. A
block diagram of the proposed zero trust approach is shown in Fig. 1. With the help of input resources
and identification of all entry devices in the system, the blocks of zero trust devices in Fig. 1 are
discovered. All input devices must have a unique identity to enter the network, since it cannot be verified
if any of the devices present lack identification. At first, every registered device will begin exchanging
data exclusively across untrusted networks. That said, after connecting with a local device, the device
will change to an authenticated mode, utilizing key encryption codes. After employing verification
factors, all verified codes will be saved at a later stage with significantly less latency, launching the cloud
storage approach for data exchange between all devices. Subsequently, all of the various device
characteristics will be examined after the data has been exchanged, and if the traits are accurate, the
control phase will be initiated. Also, all user logs will be checked, and once all zero trust devices have
been controlled again, they will be linked to output units.

1.1 Literature Review

Understanding various devices introduced to convey data with minimal security measures is crucial for
thoroughly understanding the zero trust concept. Thus, diverse information concerning outdated
technology that is used solely for information transmission without any verification features is added in
this part. To provide accurate comparison scenarios where it is implemented under one constraint, even
some devices already equipped with security features are added. Zero trust architectures are used in [1]
to create a thorough survey connecting two disparate data sets. That being said, in this architecture, a
global time standard is adhered to for verification instances. The equipment only permits connecting a
small number of users, since a universal time standard is observed. Hence, the verification case study
fails in these kinds of circumstances. Even if a few users are permitted, the device's attributes cannot be
modified at any time, causing it to run in standby mode for an extended time. To accommodate a more
significant number of users, an extensive data analytics system using data management techniques is built
[2]. A new platform-oriented solution with advanced tool functionalities that are not maintained in this
operation must be given, because massive data is managed in this process. In contrast, with a dynamic
system model being developed, an information-spreading mechanism is included in the system [3] with
different security characteristics, which guarantees excellent efficacy. Many users still adopt state
transformation states even after such system formulations, thus posing an unacceptable feature in various
device settings.

With the help of sixth-generation networks, which examine vital factors such as device stability about
collision detection, all industries have created zero trust devices to adapt to changing circumstances [4].
More issues will arise if the devices are not stabilized at a specific point, rendering the entire apparatus
unusable for communication. The standardization of the whole device will also be impacted, so in
addition to stability, there is a requirement for all users to review the universal constraint. All zero trust
devices are subject to delay when the universal condition is checked, leading to the development of an
aware optimization strategy [5]. The above analysis has revealed that the mathematically specified quality
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of link control does not produce good predictability. It is crucial to create an appropriate mathematical

model to provide an optimal route allocation strategy to all users in the network that requires the signal
interference ratio to be minimized. As a result, a trust-based control technique combines a fuzzy logic
control model, where all erroneous requests from various users are discovered and regulated [6]. Most
trust values are far greater than anticipated since a different controlling mechanism is developed under
the abovementioned model. However, the system's overall workload will become disorganized if
regulating strategies are offered on other media. For this reason, data is not sent out regularly in a zero
trust device. As such, the complete request must be validated, and the request must arrange the
information because it is harder to find the lost segments if the data is not set in order.

A distinct health record is created that identifies massive data and stores it in dependable networks to
organize it sequentially [7]. Since the zero trust model cannot provide excellent security for integrated
networks in this scenario, the weight association will be extended to a greater level. Additionally, a fuzzy
decision-making mechanism is added to the abovementioned process, offering equivalent answers for all
zero-trust authentication models. Since identical answers are obtained, zero trust devices can look for
more solutions using the blockchain as a model. To guarantee time-varying operations over the entire
network, a peer storage optimization mechanism must be activated in the proposed device whenever a
blockchain is used as a reference model [8]. As a result of high period variability, a swarm optimization
approach is selected for all pre-defined networks. Swarm optimization can be turned on, but only for
mechanisms that change over time. Swarm optimization can't be used if the whole control strategy does
not change. The structure of the data establishment process must be examined using heterogeneity and
resource-limiting constraints when a network is secured [9—13]. If all restrictions are met, the data
transmission procedure will be much more transparent and thus more efficient than in typical situations.
The entire system is quite resilient to modest changes in the device, even if one constraint in the zero
device model fails. As a result, the network must immediately implement the aforementioned limits. To
investigate the use of blockchain technology, a thorough review process is created where by a more
significant number of standard procedures are examined and resolved [14—17]. All tested models follow
the identity verification method, ensuring a high level of trust during the data transfer process. The data
integrity method is also added to provide key setup process generation and administration. If more keys
are generated, confusion matrices will be formed, precluding a standard configuration to be set up for
storing various keys in the network. In this situation, storing and sharing must be made available with
security features, and new strategies are introduced to store whole data as independent records [18-24].
Therefore, a system framework is developed with variables after reviewing all relevant studies for the
zero trust model (Table 1). With this in mind, a better optimization technique is merged with the
suggested formulations discussed in the following sections.

Table 1. Existing evaluations

Study Issues Expert solutions

Syed et al. [1] Network connectivity with communication & Allocation of minimized resources using zero
session security features trust devices

Song et al. [3] Operation of data transfer in dynamic Changing the mode of transfer to information-
environment spreading application

Kesarwani and Data transfer load & workplace Separate the number of authorized &

Khilar [6] unauthorized users
Peng et al. [7] Big data scheduling Data segmentation using various time periods
Chen et al. [9] Restriction on incoming data traffic Dissuade number of forward links towards

safety route

1.2 Research Gap and Motivation
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Most of the existing works [25-27] are introduced for data transfer in several application functions

with a segmented data set where security features are much reduced. Even an individual data set is
transmitted with low security, given blockchain procedures not being introduced in any system
description. But some of the security features are added for a total data set requiring the entire block of
data to be transmitted for a requested user, posing much difficulty in all time periods. In addition, the
existing works are completely based on automatic operations, and thus the design specifications must be
provided before processing the data. If such data transfer specifications are delivered, then it is a highly
complex task to define the structure of data if it is taken by unauthorized users.

Therefore, given the abovementioned drawbacks, the data transfer process is very difficult to determine
with additional security features. Hence, the proposed method is introduced with forward and reverse
link procedures using blockchain and zero trust authentication factors. In this type of process, highly
congested networks are separated to allow only authorized users with appropriate request. Furthermore,
the individual weight of each data is restrained to provide a differentiation between high and low weight
factors. Consequently, an unique mathematical model is described to identify the verified devices as zero
trust being assumed by each user before transmission cycle. Furthermore, additional blocks of data are
added to provide enhanced security to each determined blocks at high efficiency.

1.3 Objectives

The major objective of preventing unauthorized users in data transfer process that is present at various
applications must ensure that the following objectives are contented.

¢ To reduce the amount of congestion (duplicate packets) that is present in data transfer process even
after segmentation that is caused by unauthorized users.

o To integrate blockchain and zero trust authentication factors, increasing the complete effectiveness
of packet transfer in both forward and reverse modes.

« To maximize the number of zero trust authenticated devices by providing an appropriate request for
the data transfer process, given the entire data present being in the form of distinct segments.

1.4 Paper Organization

The rest of the paper is organized as follows. Section 2 provides the design of proposed method with
parametric evaluations using various notations, and Section 3 introduces an optimization algorithm with
step-by-step integration procedures. In Section 4, the combined experimental outcomes are provided, and
finally in Section 5, the paper’s conclusion is made with a discussion on future works.

2. System Model

The procedure for confirming that each connected device offers the necessary data transmission
technology must be planned with suitable characteristics. The device will spend more time in the listening
period and have higher latency at specific moments, if more parameters are employed in the design
process. Therefore, in the zero trust model, the quality factor that is formed using Equation (1) provides
the strength of connectivity between two separate links.

Szr(t) = E, (1) + Czr (@) — dgr (). (D

According to Equation (1), the delay in zero trust devices needs to be decreased in order to boost the
strength of node connectivity. If the delay is a little bit longer, Equation (2) can be used to figure out the
following reverse transmission path:

1

N . n —
I7(0) =minY, pzr(D*Tzr(D) @
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Equation (2) shows how to reduce interference during packet transfer, and Equation (3) denotes how

to reduce congestion between separate data packets in reverse mode.

, 8;+(Ps(D+Pr(i
cong; = min L, “HHE D, 3)

Equation (3) is constructed using a hop count, where congestion minimization is guaranteed because
the average latency decreases as the hop count increases. If the device needs to be checked, then Equation
(4) must be used to calculate the number of requests:

) = min Y, RBL
Rzr (i) = min ¥, ReC)’ )

Equation (4) denotes that the device will process the right requests over time, if the defined ratio is

minimized. So, Equation (5) is used to keep track of each unknown user who shows up at the set time:
N Bi+9;
UAy (i) =minYl, r‘a—te: 5)

Equation (5) indicates that the system needs to be cleared of all illegal users. Even if there are

unauthorized users on the network, the relevant authority devices can be used to figure out the entropy
function, which can be written as Equation (6):

ADzr(i) = min Y, w, + wy + wgey. (6)

Equation (6) explains the various device functions that must be minimized for authorization. So,
Equation (7) can be used to denote the following about the percentage of packet rate after minimization:

n Ap@D+p(®
=1 total time

packet; = (N

Table 2. Description of mathematical notations

Variable Description
E, Probable energy of all nodes
Cyr Communication link count with zero trust factor
dyr Delay of zero trust devices
Pzrs Tar Ratios of packet transfer in both forward & reverse modes
6; Average delay of the data transfer device
P, P, Verification of packet sending and receiving states
hy Hop count of trust devices
RB; Depraved device request rate
R; Total device requests
Bi, Y; Request rates of unauthorized and unidentified users
rate; Transmission rate
Wy, Wy, Wiy An authorized function of z, y & other verified devices
Ap, L, Accomplished and lost packets
ef foia Effort to solve old data covers
Ny Total number of blocks
Ty Period of transmission
weight; Total weighting factor
0; Score of each block
VR; Number of verified zero trust devices

NR; Total number of allocated resources to all devices
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The mathematical equations for the proposed method are formulated in the following manner by using

some parametric determination where individual variables are linked in the programming models. Hence,
each equation has primary importance related to data transfer functionalities, which ensures high security
with minimized risk factors. Equation (1) is implemented to determine the strength of data connectivity
at all nodes given that trust factors are reduced at such connection points. Equation (2) is formulated to
check the number of data that is transmitted with forward and reverse links where a limitation factor is
provided in the projected design. Equation (3) identifies the number of congested points using number of
hop counts as most of the data transfer process is completed using shortest route points. Equation (4)
establishes a request point to identify the number of unauthorized users in the data transfer path, enabling
original data points to be guaranteed. Equation (5) and (6) are used for preventing the device from
duplicated data to ensure proper authorized functions even at a large distance transfer. Equation (7)
calculates number of transmitted packets within the allocated time interval, with lost packets being found
in this programming period. Equation (8) determines complete effectiveness of the integrated blockchain
algorithm where data is processed in a sequential order and the score of each transferred data is restrained.
All of the variables in Equations (1) through (7) are used to check the measurements of a device, and are
combined with an optimization technique to ensure that trusted devices are as safe as possible (Table 2).

3. Optimization Algorithm

Blockchain technology must transmit data blocks at predetermined times to ensure high reliability in
the integrated device. Although the process above is carried out in the event of regular operating
instances, it is crucial to validate the blockchain process using a suitable system model if homogenous
operational networks are formed. As a result, in this part, inspection processes are used to verify a block
of data in addition to device verification. The main benefit of using blockchains as the optimization tool
in the suggested method is attributed to the ease with which all decentralized data can be managed with
minimal data duplication. Additionally, the entire system will fully avoid any data subjected to
transformation content, and if any security flaws are found in the planned network, a blockchain can be
used to isolate the entire network connection to enable the restriction of all devices. As was already
indicated, if devices are constrained, transmission freedom in the network will be entirely prevented, and
in this low-freedom case, only authorized users can broadcast [28-30]. As a result, in the case of
inadequate security measures being in place, most data from unauthorized users is not transmitted.
However, the proposed solution uses a blockchain with zero trust, which assures that a slight compromise
can be made during data transmission and that even during the verification phase, if any discrepancies
are discovered, the associated data can be ignored in the system. The following are the details of the
mathematical model for the blockchain used in zero trust data transmission [31, 32]:

ef frew = min T, Lot al) ®)

Equation (8) shows the minimization issue to check the quantity of challenges in developing a
safeguarded transmission mechanism. So, Equation (9) is used to make a verification method that uses
representations of the total weight.

VM, = min 3L, weight, + . N

Equation (9) shows a minimization function that involves issuing a series of commands that are directly
tied to weighting factors. To determine the weighting factors, each user must be aware of the source
information, which is formulated using Equation (10) as denoted:

U= L (10)

i=1vg,"
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The flow chart in Fig. 2 provides an integrating network where the defined system model is combined

with blockchain and zero trust authentication factors. The combined process is usually initiated with
parametric values that are defined with maximum and minimum limits using energy, forward, reverse
links and delay factors. After defining the limits of parametric segments, the number of packets to be
transmitted in bidirectional ways are chosen and a complete ratio is defined with a low congestion rate.
In the case of congestion of packets during data transfer state being higher, the objective function of the
designed model is not contented, so the programming loop will be set at the initial stage for parametric
description. In addition, other ways for reducing the congestion is also described using request rate by
separating it into authorized and unauthorized users. At last stage the output function is achieved only if
a request is made from authorized users, thus minimizing total loss in the network.

Initialize probable energy, communication link of nodes with total delay using Equation (1)

2

Identify the ratio of packet transfer in both
forward and reverse modes using Equation (2)

\:

Integrate the objective functions with low

congestion rate using Equation (3)

v

Minimize the number of device request rate and unidentified
users using Equations (4) and (5)

Is unauthonzed

users
minimized?

Evaluate the weight function (weight) and old data covers (gffug) to allocate
corresponding time periods and blocks of nodes

Whether
authorized

NO

devices

minimized?

I Check the accuracy, loss and security of data blocks

Fig. 2. Step-by-step implementation of zero trust model.
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3.2 Program Execution Event

Y%function added = add_mined_block(obj, block)
assert(isa(block, 'be.Block'));

valid = bc.Blockchain.validate block(block, obj.blockchain(end));
if valid

obj.blockchain(end+1) = block;

added = true;

else

added = false;

%function rv = replace_blockchain(obj, new_blockchain)
valid = bc.Blockchain.validate _chain(new_blockchain);
if ~valid

rv = p2p.MessageType.DO_NOTHING;

return;

end

if numel(new_blockchain) > numel(obj.blockchain)
obj.blockchain = new_blockchain;

rv = p2p.MessageType. BROADCAST LATEST;

end

end

%function rv = handle blockchain_response(obj, mess)
% Convert incoming message of strcut or array of struct
% to array of blocks

received blockchain = be.Block(mess(1));

if numel(mess) > 1

for idx = 2:numel(mess)

received blockchain(end+1) = be.Block(mess(idx));

end

end

latest_block received = received blockchain(end);
latest_block held = obj.blockchain(end);

v = p2p.MessageType.DO_NOTHING;

% If received latest block is not later than the local, do
% nothing.

if latest_block received.index > latest block held.index
if latest_block held.hash == latest_block received.previous_hash
% We can append the received block to our chain

% FIXME validate block

valid = be.Blockchain.validate _block(latest block received, latest block held);
if valid

obj.blockchain(end+1) = latest_block received,

v = p2p.MessageType. BROADCAST LATEST;

end

elseif numel(received_blockchain) ==

% We have to query the chain from our peer

rv = p2p.MessageType. QUERY ALL;

else

% Received blockchain is longer than current blockchain
rv = obj.replace_blockchain(received blockchain);

end

% Above only works if only one block or entire chain is
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% sent, which should be the case.

end
end
end

4. Results and Discussions

In this section, simulation settings offered for zero trust devices are used to discuss the results and
compare the obtained results with those obtained using existing methodologies. Since only simulation
records may be used to witness all defined outcomes in this verification procedure, it is necessary to
specify the kind of simulation tool integrated with the hardware configuration. As a result, the network
blockchain tool is employed in the suggested method with an initial address transfer, and all parametric
assessments are completed in MATLAB. The intended zero trust device is compatible with blockchain
tools, because every created block is subject to examination at every level. Most devices will have their
proper data transfer functionality checked during the analysis step, with only the chosen devices being
used for wireless operations. That being said, all unsuccessful zero trust devices are permitted for re-
verification by implementing the necessary blockchain features. Additionally, zero trust devices work in
all supported situations with low robustness, but the loss ratio for the intended devices will be
significantly higher if greater robustness is seen. Hence, in testing how well the suggested approach
works, the system model is broken up into five main scenarios. A loop-based route score is built into the
system model, which is used to implement all of the above scenarios. The zero trust devices will be
checked once more using new route design elements, if the score of each scenario falls below a certain
threshold. Therefore, it is crucial first to determine how many resources are available for validating the
device simulation factors. Additionally, if the resources allocated are significantly higher, they can be
used in the subsequent verification phases. However, suppose a user chooses to avoid giving the same
amount of resources to each device in a specific network. In that case, prior notice must be provided to
all newly generated blocks. If the information about the resource is not provided, the whole block will
have security problems again, and in the end, the produced blocks won't get all of the data to the
destination.

4.1 Scenario 1

The communication link factor analyzes the total latency, validating all of the network's devices.
Information resources must be appropriately allocated to decrease the time it takes to verify zero trust
devices. Additionally, all delay times of the zero trust device must be kept to a minimum, creating an
inverse ratio in the suggested method for all verification processes. Furthermore, a user can transmit the
data block on zero trust devices in both forward and reverse modes, while using this delay minimization
approach. When a user uses both transfer modes, the proper precautions are taken to verify the network's
devices, due to risk of the reverse transfer resulting in severe congestion issues. This decreases the time
required to validate a zero trust device by measuring the reproduction rate of the reverse transmission
line and providing the inverse product at output stages. The simulated output is evaluated for the delay
representation factor as shown in Table 3.

The analysis of the delay characteristics of zero trust devices is provided with five probable alternative
energies, as shown in Table 3. Accordingly, the observed proportion of packets transported in both
forward and reverse modes for allotted potential energies, such as 1.5, 2, 2.5, 3, and 3.5 kW, is 34%,
37%, 41%, 45%, and 48%, respectively. The proposed approach is substantially faster than the current
way of checking all transmitted packets in a zero trust device during this type of packet transfer procedure
[6]. This may be confirmed by utilizing a mid-probabilistic energy rate of 2.5 kW, where 41% of packets
are transmitted with a verification stage delay of 2.2 seconds for the previous technique and 1.01 seconds
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for the suggested method. Additionally, even though the proportion of transmitted packets is raised, the

verification latency is shortened. By sending the data in blocks, the overall time is cut by more than a
second. Thus, this example demonstrates how the suggested method can enable zero trust devices to
employ reverse transmission modes.

Table 3. Comparison of data delay

Delay time (s)

Probable Percentage of
Kesarwani and Kumari et al. Rahman et al.
energy (kW) packet transfer Proposed
Khilar [6] [25] [26]
1.5 34 2.36 231 2.29 1.13
2 37 224 2.19 2.17 1.07
2.5 41 22 2.11 2.04 1.01
3 45 2.16 2.05 1.76 0.8
3.5 48 2.1 1.96 1.52 0.5

4.2 Scenario 2

Every time data is carried across wireless networks, there is an issue with data congestion that can only
be fixed if a device continues to be confirmed in the system. As a result, rather than using total delay
representations, this scenario looks at average delay times to analyze the congestion condition. Since it
is necessary to determine the hop count, also known as the distance of transfer, average values are
preferred in these situations for verifying data in a zero-trust paradigm. That being said, a user can also
check a zero trust device using total delay values, with extra waiting time to be assigned during
verification at the transmission and reception times. As a result, the verification device must spend time
listening to a particular set of data representing the average delay values. The entire distance of the device,
which is simulated and shown in Table 4, will be used to separate all the summed values.

Table 4. Percentage of data congestion

Percentage of congestion

Number of
Hop count . Kesarwani and Kumari et al.
verified packets X Nartey et al. [27] Proposed
Khilar [6] [25]
1 1,005 43 40 38 27
2 1,678 41 34 32 22
3 2,013 40 30 27 16
4 2,279 37 25 21 13
5 2,568 34 22 16 10

According to Table 4, there is less congestion of zero trust devices during the packet transfer stage
than with the current method [6]. The one-step factor is used to vary the number of hop counts between
various zero-trust nodes in the network to investigate the congestion issue. More packets are verified
using the step-above factor, including 1,005, 1,678, 2,013, 2,279, and 2,568. The congestion percentage
is quickly determined despite the higher number of verified packets in zero trust devices. As a result, for
verified packets, the congestion percentage for the existing technique is 43%, 41%, 40%, 37%, and 34%,
whereas for the suggested method, it is equivalent to 27%, 22%, 16%, 13%, and 10%. The proposed
method transmits all data blocks at low congestion rates to verify the zero trust device at low data traffic
rates. Furthermore, because of low congestion levels, correct device requests can be detected and verified
for just that device.

4.3 Scenario 3
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The quantity of packet rate in the system must be checked after making the appropriate request to the

other user, which has been done in this case. Most users will authorize a higher request rate to other users
in various locations during the evaluation stage. Due to the increased requests, each device will allow a
certain amount of time for the reply message before verifying. A zero trust device may very well send
corrupted packets into the system during the waiting period, a possibility that should be prevented.
However, the entire number of original packets can be considered in this situation, which gives a
technique to locate the correct network users. As a result, the system uses transmission rates to add and
differentiate between approved and unknown users. The certified device will cover more data points
throughout this separation procedure, but the total number of communicated blocks must be less. A
comparison of the considerable pack rate for the existing [6] and suggested methods is shown in Table 5.

Table 5. Rate of data packets

Packet rate (Mbps)

Percentage of Percentage of
. Kesarwani Rahman et al. Nartey et al.
accomplished packets lost packets Proposed
and Khilar [6] [26] [27]
84 16 2.5 22 34 1.2
89 11 2.9 3.1 3.7 1.4
93 7 3.4 3.6 4.2 1.6
99 1 3.7 39 4.4 1.6
100 0 4.6 5.1 4.8 1.6

Table 5 denotes that measuring both accomplished and lost packets is practical, and the system gives
percentages of measurements of 84%, 89%, 93%, 99%, and 100%, respectively. Given that there are
fewer lost packets due to the high percentage of achieved packages, permitted functions are automatically
increased. At this controlling stage, zero trust devices are allowed to receive a packet request rate from
other network devices, when the initially lost packets are regulated. As more transmission rates are
required for more significant amounts of the packet transfer, the existing method allows up to 4.6 Mbps,
in contrast to the projected model's 1.6 Mbps. With the packet rate demonstrating this in a comparison
case, the devices will be tested at higher transmission rates, even for growing data segments, and the rate
of 1.6 Mbps will only change if the suggested method is used.

4.4 Scenario 4

In this case, the effectiveness of device verification, as indicated by specific factors is measured. The
zero device models will verify all previously communicated data, also known as "old cover terms," to
make accurate measurements. The effectiveness of zero trust devices will rise significantly if the gadget
offers a higher accuracy rate for solving outdated data. However, a device can use the entire period for
testing purposes without needing to constantly rely on old data covers. Thus, the complete number of
blocks is duplicated with a maximum number of periodic representations. Furthermore, all zero trust
devices in this type of efficiency determination mechanism must have their resources properly allocated,
or else efficiency will suffer. As a result, a more significant number of zero trust devices continue to
operate without any constraints. The efficiency of the suggested and existing methods is shown in
Table 6.

Table 6 shows how effective the suggested method is at proving the zero trust model utilizing the
newly added blocks in contrast to previous cases. The resolved old data representation with percentage
factors of 40%, 50%, 60%, 70%, and 80% can be used to verify this. In this example, the number of
newly inserted blocks equals 6, 8, 10, 12, and 14, respectively. The suggested verification technique is
not altered due to the newly inserted blocks, so no additional vibrations are discovered in the system. The
efficiency of the proposed approach has grown above 80% due to the newly included blocks, but the
efficiency of the present method does not reach such a percentage factor. This can be seen using the 60-
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year-old data factor and the six newly added blocks, where the efficiency percentages for predicted and

existing models are 87% and 70%, respectively. Because of these efficiency improvements, it's easy to
send blocks of data, even when the transmission of brand-new blocks with significant efficiency
improvements is acknowledged.

Table 6. Effective data transfer points

Efficiency (%)
Percentage of Number of
Kesarwani and Rahman et al. Nartey et al.
old covers new blocks Proposed
Khilar [6] [26] [27]
40 6 67 71 68 79
50 8 69 74 72 85
60 10 70 79 75 87
70 12 73 83 79 89
80 14 74 85 81 93

4.5 Scenario 5

For all zero trust devices, the weight representation process is evaluated by counting the number of
sent blocks that must not contain significant weighting factors. The total score of all verified zero trust
devices will significantly increase if a block's weight is higher. Therefore, in the system that is directly
reproduced using the score of individual factors, the weight of each block must be decreased. Information
about each transmitted block must be known during this score-based measurement. If information is not
known in a prior medium, confusion metrics will result, which must be avoided. The score above will
mitigate all challenges associated with designing and validating a specific zero trust device. That being
said, if congestion is more significant, the score of each block will be impacted. Simply put, each block's
weight must be less than 20% of the sent data [7]. Table 7 provides individual scores of transmitted blocks
with total weight factor representations.

Table 7. Data weights

Total weight (g)
Total weighting
Score of blocks Kesarwani Rahman et al. Nartey et al.
factor . Proposed
and Khilar [6] [26] [27]

0.5 78 0.9 0.95 0.92 0.04
0.8 85 1.7 1.9 1.8 0.19
0.9 91 2.4 2.5 2.4 1

1 95 2.9 32 3.1 1.2
1.2 97 3.1 3.4 3 1.5

From Table 7, it is evident that weighting factors are varied in small step sizes of 0.5, 0.8, 0.9, 1, and
1.2, respectively. For each change in the block weighting factor, an individual score is measured as 78,
85, 91, 95, and 97, respectively, where both values are reproduced. During the reproduction stage, the
total number of verified devices is counted, and weighting factors for verified devices are not considered.
The aforementioned instance is applied to the proposed and existing approach [6], and the total weight is
measured. Based on comparison results, the total weight of blocks allotted using the predicted technique
is significantly less and culminates at 1.5 g. However, the weight factor in the current technique has been
raised to 3.1 g, which is substantially larger for a single block of data. This can be accurately maintained
with an individual score of 78 and a total weighting factor of 0.5. The total weight, in this case, is 0.9 g
for the existing methods and 0.04 g for the proposed ones.
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5. Conclusion

In today's networks, which work well in a variety of situations, the method of data transmission
involving an intermediary node is strongly advocated. When intermediate nodes are preferred in the
system, the device requires more configuration changes made by outside users. Such configurations make
it impossible to guarantee that every connected device in the network is completely secure. In most
circumstances, a device cannot completely authenticate all data packets and associated intermediary
nodes within the same network. Therefore, it is essential to verify the device by sending the data in
discrete blocks, which are then examined and decoded in the suggested model. It is also necessary to
develop a separate analytical formulation where packets are permitted to transmit in both forward and
reverse modes, enabling a device to be trusted during the data transmission process. The zero trust device
experiences some latency during the transmission period due to reverse motion transmission, which is
eliminated by using a corrupted device request. Data will only be delivered in secure mode for specific
requests, given that zero trust devices cannot be requested frequently. Similarly, blockchain technology
also offers a secure method of transfer because each user transmits small data blocks that are
incomprehensible to machines.

Additionally, each block's weight was decreased during the transmission process, enabling each packet
to be transferred at a rapid pace. The efficiency of the data transfer phase was increased with the total
amount of time spent on representations. The analysis was done at each stage to identify potential
approaches to looking at historical data stored in the system. As a result, the security of the zero trust
model was improved because all unknown and unauthorized users were prevented during device
verification. In testing the effectiveness of the zero trust model, five scenarios were examined on average,
with each scenario outperforming the current method by 78% on average fields.

5.1 Future Works

The proposed work on zero trust authentications can be extended with large parametric identification
by considering more number of requested users towards forward link cases. In additional the zero trust
factors can be elaborated with immediate mode changing characteristics where complete assurance can
be provided for safety routes. Moreover automated enabling features can also be provided towards
incoming data traffic using intelligent optimization techniques such as deep and machine learning.
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