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Abstract. In the world of cloud computing, millions of people are using cloud
computing for the purpose of business, education and socialization. Examples of
cloud applications are: Google Drive for storage, Facebook for social networks,
etc. Cloud users use the cloud computing infrastructure thinking that these ser-
vices are easy and safe to use. However, there are security and performance issues
to be addressed. This paper discusses how cloud users and cloud providers ad-
dress performance and security issues. In this research, we have used business
process modelling and simulation to explore the performance characteristics and
security concerns in the service development life cycle. The results show that
Business Process Modelling Notations (BPMN) simulation is effective for the
study of cloud security process in detail before actual implementation. The total
simulation duration time was 51 days and 9 hours 40 minutes but the results are
displayed in 7 seconds only.
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1 Introduction

Cloud computing has increased impact on business and and other sectors. Cloud com-
puting encompasses services which are provided by a company or third party provider
on the internet and these services are accessible from anywhere over the internet. In-
creased demand for cloud computing services provides so many benefits over the web
connected devices. Such web services use the cloud server to store massive amount of
data.

As per the definition given by CSA [1] cloud computing also provides a platform
where applications, infrastructure, and information sources are separated. According to
techtarget.com, cloud computing has given the opportunity to businesses to use the
computer resources as a utility rather than investing too much money on building a
computing infrastructure. Companies can use the cloud servers to store data or use the
infrastructure in the cloud instead of building one locally. That will also help to reduce
the cost of maintenance [2].

Due to the growing popularity of cloud computing and the massive data available in
the cloud, security are the biggest issue and challenge faced by cloud users. Khanghahi

adfa, p. 1, 2011.
© Springer-Verlag Berlin Heidelberg 2011



and Ravanmehr [3] have stated that for better performance, cloud computing resources
should be efficiently managed. A structured security framework is necessary for secur-
ing data in the cloud. Cloud data security is very important, it should be secure, au-
thenticated and encrypted. According to an article on computerweekly.com, many
small organizations are willing to take advantages of cloud computing yet they are also
wary of the performance, privacy of the data and the reliability of the services. In ad-
dition, FSB (Federation of Small Business) also states that the use of cloud computing
for small business would be a challenge because they are not sure who will be respon-
sible if something went wrong [4].

Security and performance concerns provide the ground for this research. A frame-
work has been designed to provide better services with security to the cloud users. The
paper is divided into five sections. Section 2 describes the literature, security and per-
formance concerns. Section 3 explains how a simulation and questionnaire have been
used as an approach. Section 4 shows the results of simulation and questionnaire. Fi-
nally, Section 5 presents the conclusion of the report.

2 Background

Cloud computing is the fastest growing sector of the information technology field. Ac-
cording to Munir et al [5], data security and reliability is also a major concern for the
cloud users. These security issues can be divided into two different classes: first is the
security concern for cloud providers and the second is the security for the cloud user.
Moreover, Khanghahi and Ravanmehr [3] also state that higher performance of ser-
vices and whatever is connected to the cloud has a direct impact on cloud users and
providers. Therefore, performance evaluation is also an important consideration for
cloud users and providers.

Harauz et al [6] highlight security related regulatory and legal anxieties. Cloud pro-
viders should propose the encryption of data scheme at the time of data storage on the
cloud so that consumers can avoid unapproved access and can also be assured of data
integrity, confidentiality and availability. Strict access control tools and scheduled data
backups mechanism should be proposed. According to NIST [7], it is also stated that
three-level security should be applied in cyber security so as to ensure data confidenti-
ality, integrity and availability.

Security and privacy issues are the main barriers in the acceptance of cloud compu-
ting. On the grounds of the discussed issues relating to security, data should be secured
at the time when data is processed in the cloud. Additionally, data privacy should also
be respected in order to win customers’ confidence. A customer’s privacy manager tool
should be proposed so as to mitigate security issues and also to provide additional pri-
vacy features [8].



2.1  Security Issues in Cloud

Sarwar, et. al [9] suggest security threat is biggest when data in cloud are stored by a
third party vendor at some remote location. Consequently, consumers will either have
limited or less control on the data which is hosted in the cloud. Additionally, trust
between the service provider and the client is extremely important in the context of
cloud security. In this paper, some security related aspects of a Cloud Computing sys-
tem will be discussed.

Mahmood [10] has listed data-related issues in a cloud environment:

e Data Location and Data Transmission: The variation in policies, regulation, en-
vironment, and legislation between client’s country and service provider’s country
might lead to a potential risk.

e Data Availability: The unavailability of data when required might lead to service
outage.

e Data Security: When data travels between two different territories with high speed
internet technology, the likelihood of security breach increases.

Behl and Mahmood (2011) [11] states that security-related issues in the Cloud has

emphasized on various aspects of data usage, treatment, and disbursal. Those issues

are:

¢ Availability and Performance: Service Level Agreement forms an essential part in
cloud data security because it helps with real time data monitoring.

e Service Disruptions: If the connections come from known IP tools and Domain
Name Server then problems concerning non-availability of resources at the service
provider’s end would not exist.

In order to overcome the above challenges, it is significantly important to draft and
design a security model which provides data security in cloud environment (ibid).

2.2 Performance issues in cloud

Due to increasing demand of cloud computing, many factors can affect its performance.
According to Khanghahi and Ravanmehr [3], some of the factors are as follows:

e Recovery: At the time of errors and failures, data can be lost without reasons, and
thus the volume of recoverable data can impact performance.

o Network bandwidth: This could be a major factor for the performance, if the band-
width of a network of service provider is low then by default the performance will
be low.

e Number of users: Overload of users can also reduce performance, as service pro-
viders have a limit on the number of concurrent users.

¢ Unavailability: Unavailability of the services and restricted access can reduce per-
formance.



3 Approaches

Modelling and quantitative method have been used in this research. The modelling
method is related to the simulation which will provide some graphical results and
through these graphical analysis, the performance of the services provided will be eval-
uated. The quantitative aspect of the research involves a survey using a questionnaire.
According to De Leeuw [12] use of a range of approaches can provide particular ad-
vantages to the researcher because they are complementary.

3.1  Simulation

According to Naim [13] simulation involves a series of processes for building a com-
puterised model so that particular results can be achieved through the observation of
the model. Simulation process includes assumption making and parameterization. An
experimenter is the user or modeller who conducts experiments using the model.

In this research, the Business Process Modeling Notation (BPMN) with Bonita soft
is used. Running the BPMN model will help to provide inghts into the performance and
cloud business security process.

The BPMN process includes the different cyclic phases shown in figure 1. The pro-
cess always starts with a green round notation that is called the client or user. The user
sends a message which contains a task to a particular process. According to the partic-
ular processes defined by the experimenter, the process ends with the finishing red end
circle.(Creation of BPMN process with green and red round notations are shown in
figure 2). After the creation of the whole process, the next task for the experimenter is
to provide appropriate notation and assign variable to each process. Subsequently, the
next task is to manage resources and load profiles. And then finally, run the simulation.
The experimenter can run the simulation multiple times according to the requirement
of the process. The experimenter can change the variables and resources accordingly in
order to enhance the performance.

Create s BPMN Ada note thon
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Fig. 1. BPMN Simulation Process Cycle



Simulation Framework

Many simulation tools are available in the field of computers but this research has
used the BPMN with Bonita Soft for particular reasons. The main reason for using
Bonnita Soft is that no waiting time is required to obtain the simulation results because
it could generate the report within a minute. Simulation process has been used to opti-
mize a cloud business security process to check the performance of the cloud. The re-
searcher has used the BPMN simulation tool to check performance of the cloud servers
before deploying the services for the benefit of cloud providers. Cloud users are not
aware of these processes because these are part of the cloud internal framework which
is used by every cloud provider. Through this BPMN model, cloud providers can check
the performance of the cloud by experimenting with different parameters. This model
can be used to check the performance of the cloud before deploying it. Before deploying
the cloud, simulation process will provide the opportunity to diagnose faults, blockage
in a system, resource management and how to manipulate the different variables in
order to make optimize the process. The manipulation of resources and variables will
enable cloud providers to uncover how performance can be improved to provide quality
services with security. The following simulation design (figure 2) has been made to
check the performance of the cloud services with security. This is the internal frame-
work for cloud providers, which includes the different processes and task to provide
better and optimized services with security. The different results of running the simu-
lation will be discussed in the next section.

Fig. 2. Simulation Framework

The above figure 2 shows a design which includes all the different processes which
cloud computing uses. Process starts with the log in authentication where Customers
ID and passwords are required. If the id or password is wrong, it will not allow the user
to proceed further. If id and password are valid then the user can go ahead with the data
uploading process. In this state, a customer can upload the data through his account and
the rest of the part is operated by the cloud providers. After the user has finished, the
cloud provider checks the data status then the data will go through the security Centre,



where the data encryption techniques will be employed to encrypt the data in different
codes. After encryption the data, the Centre stores the data in the cloud server.

3.2 Questionnaire

A questionnaire approach has been used to collect the quantitative data which will help
to support the simulation data. Questionnaire is the most popular research method used
in academic research [14]. Additionally, Bryan [15] has illustrated that questionnaire
removes the distance factor between researcher and participant. Also the questionnaire
is a tool used by the researcher to collect data in a limited time period [16].

The questionnaire includes questions relating to security concern of the cloud users
and the performance availability. The questionnaire consists of four parts: (a) awareness
about cloud computing in cloud users; (b) how the cloud user feels about data security;
(c) data execution time while uploading the data on the cloud; (d) awareness of security
settings of the cloud provider.

According to Cohen et al [14], there are so many ways to distribute the questionnaire
to the respondents. For example: email, via online or can be delivered by hand. By
distributing the questionnaire by hand will take less time but researcher needs to find
the respondents in order to get the responses. Therefore, the method selected in the
research is online, as the researcher has better access to a wider range of respondents.

4 Result and Analyses

4.1  Simulation Results

This section will describe the simulation results that the researcher obtained by running
the simulation. To go to a starting point, the simulation has been set with the start date
11/04/2015 at 02:42:04 with the end date of 01/06/2015 till 12:22:04. Bonnita soft pro-
cess gives results almost instantly without waiting till end date. The total simulation
duration time was 51 days and 9 hours 40 minutes but, results came in 7 seconds only.
The results are as follows:

Upload data instances execution time

Figure 3 shows the average, minimum and maximum execution time to upload data.
The uploading time increases with the increase of user instances. In this scenario, a
cloud user can put more resources to decrease the execution time, which results in the
user getting better services.
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Fig. 3. Upload data execution time

Security Area

The simulation framework has been designed according to the current cloud provid-
ers situation. Therfore, this process has only one security pool , which is at the time of
log in approval. But, from the data uploading to data encryption there is no security
associated with the data. Any professional hacker can steal the data in the process of
uploading the data, as the data is in use mode. There is no result for the security aspect
and thus there is no variation in the security part, which can be seen in the figure 4.
There should be alarm or trigger or any kind of alert, if somebody is trying to steal the
data in between the process so that the cloud provider and user could be immediately
alerted.

Security area Instances Execution Time
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Fig. 4. Security area execution time

4.2 Questionnaire

This part of the paper explains the data collected through the questionnaire. This data
is quantitative and provides insights into the respondents’ views on cloud performance
and security. The questionnaire was been sent to 50 participants and the researcher re-
ceived responses from 39 respondents. Through these responses the researcher has
concluded the following results:-

How safe is data on cloud?



The question was asked to obtain the views of cloud users with respect to cloud data
security. The most popular cloud-based services is data storage in the cloud server. It
can be seen in figure 5, that out of 39 responses , 48.7% of the participants felt that the
data is not secure on the cloud. And 48.7% had no clue about data security. From the
pie chart below, it can be concluded that almost 50% of the users were not aware of
security concerns and the rest 50% had no idea about security.

Na 19— Yes 19 48.7%
Mo 19 487%
Don't Know 1 2.6%

Fig. 5. How safe is data on cloud server

Data uploading in the cloud

To check the performance of the services provided by the cloud users, a question
asked was about data uploading. As figure 6 shows, a big proportion of users (i.e. 64%)
had faced some kind of problem relating to data uploading. This could be ratified
through proper resource management which could cope with users overload.

Yes it takes more time 25 bB41%

Mo its same at anylime. 14 359%

Fig. 6. Data uploading problem

5 Conclusion

The paper has proposed a design to check the performance and security before de-
ploying the services to end users. Through the review of selected literature , it is found
that the security and performance is affecting the cloud computing bussiness. The pro-
posed design in Bonnita soft can help cloud users manage their business resources in
order to give better services to the end users. It has also been found that, in the current



situation, no security aspect has been addressed at the time of data usage. Cloud pro-
viders can incorporate some alarm or trigger, when a data theft occurs. The Bonnita
soft tool can be a useful guide for cloud providers.
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