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Outline

+ Software Security RE: Conce
Perspectives

* Design For Software Security: A Unique
Chapter in My book

* SSRE Processes

+ Software Security Requirements Process
Simulation with OPNET & BPMN

+ Conclusion & Questions
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Everyone and everythlng IS movmg |nto the Cloud. .

T

INTERNET
OF THINGS |

data

BUSINESS
INTELLIGENCE

- | We all enjoy. However,
(. security, privacy & trust are
the key to its success!

analysis
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Embrace technology and focus on humanity

“No, you weren't downloaded.
Your were born."

=
@ ey Committing to secure SDLC way of showing our
)/ UNIVERSITY gratitude and thankfulness to our consumers 21/05/2015




Cyber-attack on 8t August 2015

| 0 Carphone Warehouse in . X

LR WIRY v e co.u sk 3835185

_— Carphone Warehouse in customer data

breach

Personal detailsof up .-
to 2.4 million Carphone
Warehouse customers
may have been
accessed in a cyber-
attack, the mobile
phone retailer says.

Upto 90,000 customers may also have had their encrypted cred card deails
accessed, it said in a statement.

UNIVERSITY http://www.bbc.ce.uk/news/uk-33835185
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Personal details of up to 24 million Carphone Warehouse customers may
have been accessed in a cyber-attack, the mobile phone retailer says.

Top Stories

London Marathon chief Nick Bitel
crificises the sport's goveming body, the
IAAF, over allegations of doping in
alhlefcs.

Marathon chief angry over ‘doping" ]

I (O 6hous ag

Corhyn backs greater public
owngrship

1 baur ago

Ferguson marks Michael Brown
killing

ERL.  osniueap

N Features

'[found my blood score'
Efish McColgan opens up on blood
testing n atlefics
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Why Research into Software Security?

My Personal Moto Learned from
childhood : As Avvaiyar (a Tamil

Dollars Worldwide

2015 Lady poet from 15t-2"d Century of

M 2014 C.E (roughly 2000 years ago

2013 Common Era or A.D) wrote
(wikipedia ):

2012

"Katrathu Kai Mann Alavu,
. Kallathathu Ulagalavu"
http://www.gartner.com/newsroom/id/2828722

meaning roughly "What you

What we have discovered is only a have learned is only a handful;

handful on cyber-attacks and software What you haven't learned is
vulnerabilities the size of the world"

BECKETT
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http://web.archive.org/web/20121102092948/http:/www.nasa.gov/audience/foreducators/informal/features/F_Cosmic_Questions_prt.htm

Known Vulnerabilities: A History of

1600

1400

1200

Number of vulnerabiites
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400 -

Knowledge

Total number of vulnerabilities in brow i

W Firefox

B Chrome

H Internet Explorer

Firefox Chrome Internet Explorer

Browers
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want to maximise

Impose

require

want to minimise
reduce

ave increase

of

iIncrease

to
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Classical Security Triangle

Billing Business Web
Systems GLE Records Servers

Integrity
@)
g}@ e
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Software Security vs Computer Security vs
Information Securit

Software Engineering Lifecycle

Requnrem ents
| Engineering

Securtty Desugn for
| Requirements | Security

Enterprises & Software Security
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Oversimplifying...

... the system shall meet the
goals of the stakeholders...
and it has to be secure!

The system will use
RSA-1024, SSL 3.0,
RBAC, CBC-MAC, .

Requirements | Securlty
Engineer Expert

Different perspectives, primitives, and vocabularies

15 21/05/2015




Trust and resiliency model for software

security

- Software
' security ‘ Software safetyl - Availability
P - —

Techniques Knowledge Verification
TRUST

Experience & continuity
| Privacy I ‘ Usability I ‘ Reliability I

Wee need to include trust modelling
(relationships and agreements) and resilient
computing (survivability modelling)

21/05/2015






Design For Software Security

‘Design
properties:
Correctness
Predictability
Reliability
Safety
Dependability

Security RE &
architectural
properties
and features

Secured Software

Systems
A
LEEDS
@ BECKETT
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Build Security In (BSI) Component Model:

Independent and Pluggable to Any Applications

;

ISignature

¥

IEncryption IKeyManagemer

37

ILogService

|[Authenticatio

Security Services

HAuthorization

[T
3]

IlUserManagement

linteroperablity

An example of design for software security

UNIVERSITY
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Code/Compon ‘
ents/Systems

Automated Secure Code

Improvement

Software Engineer & Software security experts

- Software Security
analysis

Software Security
advice

EDS

best practice

l Language and
B coding knowledge

Domain-specific
knowledge

\____
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Traditional RE Process

Requirements Engineering Process

* The processes used for RE vary widely
depending on the application domain, the
people involved and the organisation
developing the requirements

1©) Leeos
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Requirements Classification

B2B. B2C. C2C
Service requirements

Customer

Requirements :
Governance Requirements

Industry strategies

Enterprise N
Requirements | | Market Opportunities
Framework Analysis Competitors

guidelines

Business Assets

Investment Application systems
Analysis Dynamic scaling
Infrastructure service

- Service Security,
availability,

@ LEEDS resiliency
K‘)‘/ BECKETT
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Best Practices SSRE

Eliciting and extracting requiremen
explicitly with visual notations

* Prioritising software security requirements

* Risk assessment and mitigation for software security
requirements

* Use security modelling techniques Tropos, MS Threat
Modelling, Attack Tree, Attack Patterns

* Design and implement software security requirements
* Providing SDLC life-cycle support

UN|VERS|TY 24 21/05/2015

@)‘Q LEEDS



Secure SDLC Touchpoints

o © e o
SECUR EXTE
REQUIREMENTS EetE 0 {’;f;g;:} PENETRATION
E E Risk-BASED
ABUSE RIsSK SECURITY HISI"!. l \ SE-I:UI:'.IT'T'
CASES AMALYSIS TESTS ARALTELS OPERATIONS
‘ RECILIREMENTS ARCHITEETURE TEST PLANS LODE TESTS ARD FEEDBALKE FROWM,
TFOpOS A D LISE CasEs arD DESIGH TEST MESULTS THE FIELD
Attack Tree .
Thread Model YMLsec
™\ LEEDS SDLC security touchpoints (Allen et al 2008, p2438)
K% BECKETT
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Threat Modelling Process

[ Identify | | Categorise
critical & prioritise
assets threats
Identi . _ -
and Ii?t, Identify existing Useany Identify attack |dentify threats in each Id(:_n tify .
Al safeguards modelling  pointsand  attack points & also gc Itorlls
critical Un(ilerstand the tool to designate jdentify conditions that € faxen
system decompose trust ' .
assets . must exist for an attack to
Interview the system boundaries  pe successful. Use implement
stakeholders prioritisation matrix
@ LEEDS
&) BECKETT
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Software Security RE Process

e

A ——— P _—. ”~
/

: Functional vs Non-
Business Requirements Systems Functional
requirements Elicitation Requirements Requirements

T —

VSIS Software Security SEEI e

Analysis : '
Y Requirements privacy
Assessment requirements

UN|VERS|TY 27 21/05/2015
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Integrated SSRE Process Validation
Tools

Software Security
Requirements BPMN

Elicitation & Simulation
Validation

V- / :

OPNET
Simulation

Y
Yy

BECKETT
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Threat Modeling Framework

~

Threat
classification:
Impact
assessement,
DREAD,
Sample Failure
Mode Analysis
Matrix

N\ )




Amazon EC2 Architectural Simulation

Threat Modeling

REVIEW WITH MANAGEMEINT



Presenter
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Results and Analysis

+|Server1 of Enterprise Network =13
S0 TCP Lo (oyes)
45,000,000
40,000,000 —
5000000
30,000,00-
25,000,000
EL
15,000,001
10,000,000
500000
A ge de ge ¢§’¢ ge Ao
AR

Performance Simulation:
Network Load
@ LEEDS
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Pointto Point Queuing delay Router >> Switch (Milliseconds)

0 Ml i Normal Behaviour
E 008 -
£ B DDOS attack
v 0.06 + -
LR i Applied mitigations
¢
E 0.02
g 00
UDP Flood
HTTPFood ICMP ping
flood
Applied Attacks
Queuing Delay
DDoS Attck
Scenario
Simulation

EC2 Server
Utilization
Simulation







Cloud service security development process with build in
security — Our Systematic Approach to adopt BSI as part of

CCAF

-  Cowsewiee
equirements development

Engineering for
cloud

Conduct

Identify

- .

,(%
@ IBIIEEI(E:?(SETT Build Cloud Security In — Cloud service development with build-in

UNIVERSITY security



BPMN Simulation

Process

BPMN simulation process consists of a number of
cyclic phases as shown in this illustration. BPMN starts
with an actor called Client with a small circle notation
which sends a message to a process (Data Request
with rounded square) which task has been devoted to
take action based the request and therefore send a
message to the cloud (finishing circle). The second
phase is to annotate each element in the process and
thirdly to create tasks, assign simulation variables
(different types of requests both valid and invalid) to
process and tasks with that process. Finally, create
messages between elements in the process and run a
number of simulations.

LEEDS
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Create a pil
BFMN
process

Add annotation

10 each element

Croab tasks, Assipn
. i amulatonvanables to
Simulation
i processes & tasks

Create /
mess.ages.l'tr

ansactions/
apphcations



Amazon EC2: Large Scale Case Study:

Cloud Data Security

_——
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Security measures impacts on execution time

lications S =
of this result

show that data

security instances Mhmh&mwmmmm

execution time s

can be high when

data was e

constantly in use. E n

On the other o

hand, the i

execution time a

was less than 2 I - eerreeeres e e PSSP TS FmpS———— e —— veeee————
. Fr 2t 0 Heu Bl Hhyl - A Hedut 3-dul

hours if data was e w—————

notin use.

UNIVERSITY

C)@ LEEDS



@

Yy

©

Integrated secure software development engineering life cycle (IS-SDLC)

Fegquirements Engineerng

fHtandards 5 strateqies

Secure Deployment

Rizk managqement Secure management

procedures

Jecure Maintenance

PE clicrtation, analyszis | 5

veptication Zecurmty logs

Montoring Fequirements

Deszign independent Securtty upgrade procedwres

Unambigquou= Software defined networking

(50 H]

Precize, understandahble

lhcorporate Securty
Standard=

Traceahble | verthable

Sofeware zecurity RE Securmty process

decurity Tezting

L T e B

Fequirements priormy, ot . )
i r testk
risk mgnt , preventive ware securiy testing

PFF miatei . .
Hea<HFaS wmateir ‘x\_.‘ Penetration testing

Security Oe=ign

Threat model

lnput data types

Securty use cases Jecure Development

Coding standard=

Securty archiecture

Four laver securky implementation model [R00-

Security De=ign principle= h ‘ ;
o an v g encrAdecry transaction securtty -data secwry]

Principle of least privilege

Centralized securky componertz modules
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Stakeholders in SSE

Network
and

oftware
" Requirem

Software

Enterpris Defined
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Conclusion, Questions & Thank You

ecurity can’tjust be added afte
should be Build Securlty In (BSI) —

* Secure software should continue to operate
correctly even under attack

* Secure software can recognize attack patterns and
avoid or withstand recognized attacks

* Secure software must be built-in with known
vulnerabilities

# Build-In Trust and Resiliency remain a challenge for
researchers
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