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1- Conceptos Generales: sistemas y pensamiento de sistemas
[

Organizacién
. ® Moape Meatal de la Teorio
Orgamsmos Interaccién General de Sistemas

Perspectivismo

Maquinas

Socidad = Comunicacién o Antonio Berthier SISTEMA

\ Informacién / Notificacién

Elementos

No Realidades

acoplados de .
Sistemas = Sociologia manera estable Unilaterales
Psiquicos & que logran la
9 AutopSiesis realizacion de un

Autorreferencia fin

Circularidad Sistemas
Clausurados

Bases Ontolégicas

Operacién/Observaciéon

Cibernética de 20.
Orden

TEORIA GENERAL
DE

Ob'se'r'_(/":facié
Py SISTEMAS
Computo Recursivo

de Realidades

Timonear una Goleta

(@) Autocontrol

Reducir al maximo la
contigencia

Constructivismo Radical Cibernética

. Comunicacién

Informacion que
modifica la relacién

Retroalimentacion

Calculo Matematico Teoriadela

Informacién

Conocimiento = Adaptacién

Realidad = Construccién Distincién/Indicacion

Informacién

Seleccién de un
ciimulo de selecciones
posibles

(Cambio)

Feedback Ne

Transmisién

i Fuente
( Codificador
Senal
Canal
Ruido
Rece
Destinatario

(Estabilidad)

Entropia

Cantidad de \

Informacién en una
seleccién binaria

Medicién
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COMPLICADO

* Relaciones causa-efecto no tan evidentes

*No existe una solucion o respuesta Unica
para cada problema

* Detectado el problema - expertos y/o
consultores

*Reingenieria de procesos

*Protocolos de ‘buenas practicas’

*‘Sense — Analizar — Responder’

e 0 e S
0l uVE\VTDTTSSM-mE %% &r== « Impredecibilidad de resultados
\ o e NEWANDD;@S ?Sgswﬂﬁgmm— /’ N N ot « Sistemas humanos (subjetividad)
d : EesErEAUE I AeNSE * Gestion de patrones

N \
w2
Q@ - 1}

*\\\'\\i GENSE D) g | Az Wa g j COMPLEIO
Nw W, Wt & 75 B

* Innovacion, creatividad
* Pensamiento sistémico y de disefio

« ‘Probar — Sense — Responder’

o AT PR RS
Aeré&] £ Sg‘%T = N * Soluciones emergentes

CAOS

* No perceptibles relaciones causa-efecto
 Intervencion orientada a ‘estabilidad’

* Gestion de crisis

* ‘Actuar — Sense — Responder’

SIMPLE

*Relaciones causa-efecto evidentes para todos

* Existe una respuesta correcta para cada
situacion

*Mundo de las recetas (‘How To’)

* Automatizacién de tareas

*Mejores Practicas, soluciones estandar

*‘Sense — Categorizar — Responder’

[ ] Y H - | e
ONCE. ouT OF THE ¢ Ja 4 { ) N > 5
{MMEDIHTE DANGER —=="=1 s N g E
20NE, ASSESS THE |
SITUATION AND |
DETERMINE NEXT
STEPS iy

sl By NQYLG XT;ON/ / & : Q‘DNLY'FARH'AL ) A
2 SKETCHING MANIACS = N d\g& g}éa UsEFUL DDUORE?PH}ER'MWN A=

15) s o visul Bth(vms@ Wi ,HSO TN O

Cada tipo de Sistema require en consecuancia, una caja de heramientas especifica.
Inspirados en modelos lineales; no-lineales; mecanica de probabilidad, o modelos cuanticos
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1- Conceptos Generales: caja de herramientas - dinamica de sistemas
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8. R

INCREMENTO DEL

@

TASA J€
INCREMENTC DE

PERSONAL
NORMAL DEL PERSONAL | q
.
D 1 CANTIDAD...S DELECTIVOS 2 CANTIOA  DE SEQURIDAD 3 CANTIOA ONAS SEGURAS 4 POBLACIO . TINGO MAR

10000000

) CY )
03435 m mid 4 de mar de 2018)

EFECTOS DE ACTOS DELECTHOS S08RE

0,0, 4,0, (2,8, e =
CANTIDAD DE
FERSONAS SEGURAS
. =
[._ l (2 aum O e B
@ e & e 3 - . CTADAS
3 ASA DE MUERTE PERSONAS SEOURAS FOR ACTOS DEUCTVOS
} POBLACION DF ‘
| TINGO WARIA | Q ‘{
- e " @ CASTIDAD DE —
™~ - TASADE  SERSCNAS INGEGURAS "o DF PERIONAS
Az S sEcuRDD AFECTADAS =
A . mERTES % )
——— g TASA NORMAL
g @ __EreeTODE ACTOS feecTvos sosRe DE PERSONAS AFECTADAS
) ( CTADAS
TASA DE NACIMIENTO R —
- PORLACION OF
& CANTIOAD Df &
3 CANTIDAD WORMAL ACTOS DELECTVOS
D ACT08 DElCTIVOS -
- -
MV{_.( @ mmt_(o
- ALVENTO O ACTOS - LCTVOS =
pescTvos FRUSTRADOS
| PPECTO DE CANTIOND
& | @) D PERSONAL SOBRE LOS ACTOS
Q) TASA ACTOS DELICTIVOS OB FRUSTRADO
TASA DE ALNENTD FRUSTRADOS
w DE ACTOS
S~

el Q)
— PERSONAL DESEADO
PERGO SEGURTDAD  CANTIDAD DE PERSONAL ASSTE PERSDN

; DE SEGURIDAD ”
7 . = i
or— —— - L—i) -

" INCREMEN'QDE 5 EESETT DE AJUSTE PERSONAL

TASA DE DECRECMIENTD
NORMA, DEL FERBONAL

Ej: Jaen, S. & Dyner, I. (ns). POLITICAS SOSTENIBLES
PARA LA PREVENCIONY LA DISMINUCION DE LA
CRIMINALIDAD EN COLOMBIA. Il Encuentro Colombiano
de Dinamica de Sistemas. UNAL - Medellin
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1- Conceptos Generales: caja de herramientas - Analisis de Redes Sociales »\'/B
]

THE POWER
OF WEAK TIES

Mobile-phone records affirm
the idea that occasional
contacts between casual
acquaintances are crucial to
the spread of information.

INSPIRED BY AWLAKI nn Al
(Partial list) w * * Hm ah
ll“.]l\
ﬁ Umvmmy Yemen Kidnap Gang.

Paul and Nadia Rockwood ) Z H
fofear | Avelpkt
AL'\QAEDAR THE
ARABIAN PENINSULA &
Rajib Kar

Abs |B.mr al-Wuhayshi

Roshonara Choudhary

Pakistani
Taliban

Faisal Shahzad

{“? \Emir) o 0
. 0 LY
\ B, o..\<_\.
N\ g " o .
Colloen LaRiosh Omar Abdulmutalidy / (2
F 6 (Trained/equipped)>C Y Al
Jamic Ramirez 5
Antonio Martingz Shabab
o
o
Samir Kitan AN

Ibrahim al-Asied d

brahim al-Asic (Media Wing)
(Bombmaker) - /

Fort Dix Six

Emerson Bpd

Revolution
gﬁ Muslim V4
. .
Mehanna, Maldonado, Abusamva  Satlos Almonte.  INTELWIRE.COM u D2
- g™
g

o<2

;

Y

oS

En general se analiza el tipo de enlace staeres - A< 4 \ /7‘ A WS e

Connections with high total RPN s
e\ talk time (thick red lines) tend * ! N . time (thin blue lines) tend to link
y la posicion de los nodos en la red to chtle tght boterally .\\ . b e e
isolated, clusters. .\. N o&: tion to move between them.
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RECUSION -0
System Focus

Conceptos Generales: caja de herramientas - Modelo de Sistema Viable
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TOTAL This box is
ENVIRONMENT FIve Ona of next
' e
Gerencia MONITOR | /rREE~FOUR
HomEoSTAS!
Lhiseoond
\LGEDONIS
Sistema Cinco -
Entorno del Four-
OUTSIDE
Sistema en Foco & FUTURE

i
@ Sistema Cuatro g P L
L
Slstoma 3* Sistema Tres P \@W*‘*‘?
(Auditoria) L

INSIDE

h Sistema Dos

Recursos

L eMBEDDED
ENVIRONMENT,
K7 Negociacion
de A

2 Now w0
“seir- <
ORGANZATION B o
neouLano aTor

LocaL THREE™
AT T
7
(N
¥

EMBEDDED
ENVIRONMENT

"
Al
Modelo de Sistema Viable

2
937 x 1422

- Todo Sistema viable contiene/contenido en un Sistema viable
- Solo la complejidad puede asimilar complejidad

OppsRoom
Cybersin — Chile (70's)
https://99percentinvisible.org/episode/project-cybersyn/

. onE ..’ %

2/

LocaL  /Two:
2 REGULA- §
TORY

= 2

rocaL /WO
REGULA-
ToRY
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'/180 abe ervices Responsibilities C2 PROCESS
Mission Goals & Objectives.
VIABLE SYSTEM MODEL ES Command > i S, SUPERVISORY | ES
N @ £s /182 ;}’11;5;,& Cg,‘gm:‘,nd Authority < PERFORMANCE ;gg CONTROL
i INTELLIGENT CONTROL : : odeling, Situation L
- > Commander/CEO [ ] E4 Analysis/Planning Assessment & Plan Generation < PRODUCTIVITY 166 z i P45
1 E4 i ili -«
[ ] N E3 Operations ﬂ:za]‘:g’;‘i::t"“ & Capability FUTURE [_uameney VI [iwovarion | E4
Navigator/CTO 1 - INT!
ﬁ@s@%m i paﬁé'é'z‘;’#gﬁ E3* Audit Program & Process CONTEXT 16 0/4— POTENTIALITY f‘-—‘ C+O Rot
) Performance Assessment (——:i CAPABILITY v iP:M
E3* E2 Regulation Plan (Task) & Resource 162i ACTUALITY OPERATIONAL | E3
Synchronization
Plan (Task) Executi CONTROL P23
El Direction Mz?lag:nsne)nt xecution 164 P33* 3
- EXTERNAL AUDIT 1 E2
EOP Process IF;ml‘)e(vided [Value] Production CONTEXT «— CONTROL E3 : P13 REGULATORY
— S X | CONTROL
{ camieon Lo 200 | £ X
¥
——————— T .
208~ 206 | > <
h POTENTIALITY, P13 contRoL  [€TPT2
CONTROL PRESENT 4 P11
CONTEXT Pix

245 FIG. 17B
253V06 — '
SHARED DISPLAYS (GLOBAL FOCUS]
( ! 253 257
COMMANDS )
T y ESp
T . T T T I T L
O B &
255, £5 & 3] E4,
SUPERVISION DEVELOPMENT OPERATIONS TCON
— == = DATABASE
( 253v087 | 253v0C £, gl /e,
253V0A —7255
254 MODELLER
COMMAND "3 BRIDGE 250 ADHOC
PARSER > COMMANDS L REPORTS
ALARMS & Et;,! E2"
EVENTS [
0ops p1
COMMANDS m {
H ot/
I (U8 U7 48 349 252 X E1.K0 E2 K0\
' | operaTioNs OPS DAS INDEX INEE
I w P e [P 0PSALTERS [ L crons [ HISTORMN. Ea o oveciror P p s
POTENTAL 954 REPORTS
247DB CAPABILITY
A4 248DB tf{gﬁg}'y 251DB Level n Level n-1 Level n-2 Level n-3
MEASUREMENT FEEDS  pirGps FITERED  peoromvimee HISTORY REPORT

DATA OPSDATA ARCHIVE Fig. 6 — Command Axis Recursion (nested accountability hierarchy)
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2- Ejemplos de aplicacion — VSM y Sistemas de Defensa Total

Uso de VSM para evaluiar la viabilidad y resiliencia de

(En desarrollo/ revision)

Los Sistemas de Defensa Total de UK

Y Noruega.

Norwegian
Government

Defence
(MOD)

Forces

Ministry of

Norwegian Armed

Home Guard
(HG)

!

Ministry of Justice
& Public Security
(JD)

Directorate of Civil
Protection (DSB)

Civil Defence

County
Governor

l

Municipalities

Figure 3 Norway Crisis Response Structure for COVID-19

Sci. Advisory
Gr. for Emrg.

UK
Government

COBR (Crisis

*
Ministry of Health
& Care Services
(MHCS)

Norwegian
1 Directorate of
Health

Health
Intelligence &
Policy
Primary &
»  Spec. Health
Care Serv.

Institute of
Public Health

!

Cabinet ‘
Office ‘

L,l 7 Public Health
Boards

Civil
| Contingencies

Sec. (CSS}i

(SAGE) Committee)
T S
e y : —Depﬁ‘iﬂﬁmﬁ *‘;
Northern Welsh | Scottish — & S;)cial Cite | Ministry of
Ireland Exc. Government Government (England) | Defence
Health & Social ] ‘ | MOD »
l-»  Care Nor. -+ NHS Wales I+ NHS Scotland — NHS England | 0_}’813"0“5
Ireland | | [_Directorate
A [ , | | [ UK Standing
|, HSC Public Public Health |, PublicHealth | |, Public Health | | Joint
Health Agency Wales Scotland England | Ghiimandar
5 Local : 136 Clinical | Reglqu_al Joint
-+ Commissioning |,/ 7 Local Health |,/ 14 Regional I+ Commissioning | [ Military
| Groups Boards | Health Boarfis | Groups [ ] Commander
17 Integrated ] )
- C s 7 Public Health | |, 217 Foundation | L,| Allocated Units
" 3 —1 3 NHS Trusts - = Trust & Resources
partnerships Boards Tusts

Figure 4 The UK Crisis Response Structure for COVID-19
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2- Ejemplos de aplicacion — VSM y gestion de riesgo (desastres)

Pexton, M. (Ongoing). COVID 19 Response - Leeds City Council. DBA project

Perceived problems of the Which leads
real world, defining the to the
system in focus selection of 2

Relevant activity lﬂl

systems with their

root definition
Comparison 3 ; :

CATWOES
Between the models Structural diagnosis

(2) and the actual and detection of
Actionto situation (4) organizational
improve the | pathologies
situation
. =
Finds ' e
I KI\/ 4 e
6

<

Generation of
conceptual models for
structural alignment

Structured discussion
about desired and

Action needed to feasible changes

improve the current 3
situation =

SSM + VSM +
Sintegrity

Shawn et al. (2020). Peer Review — Disaster Risk Reduction - Viable System Review

Inpisrada en metologias diagnosticas del VSM - ayuda a definr:
- Como
- Donde
- Que

Investigar, para evaluar sistemas de atencion de desastres

(VSM = Sistema foco, arquitectura de viabilidad, Comunicaciones)

Graham, P. (2015).Developing a Systems Approach for

Multi-Agency Co-ordination and Community Engagement in Disaster Recovery.

N =

University of Hull.

Viable System Model — Peter G Munday, 2013
(Afier Beer: Hoverstadt & Bowling: Espinosa & Walker)

Community Engagement and Multi-agency Co-ordination
for a Natural Disaster situated in a Developing Country

Updated: 06 March 2014 Svstem 5:
[Governance]
L United Nations
av \;y’ \\ Regional GVTs
73 \ National GVIs
/ \
| 2
J | [ scanning’]
o/ S A N o
, 5 \ ] World Wide Web "t
| g | il Media NN\
\l\\ j \l | / j g Research N
v \
l ( Svstem 3:
\ / [Optimisation]
LY |4 i 72
P / Resiliency-building
L / Operational work
- Commumnications
=
— c A}
= 1 N \
z o \ :
o~ -
N g
= E @ > AN
= § §
i / 3 \ NGO HQ
~ {~ Y A\
Z = a NGO Teams L Disaster
o o~ Disaster [<
& é -E e | Response
racin, ¥
==t 5 ; g Policy
/= "
-z =~ = rd
Z KOS o
=, Z
— @ W S W
= vd N
= \
/ UNTeams UNHO
. 1 Disaster
| Disaster K Response
) Facing j Poplic y
& N
QLig o s
REE o
SLSI —
X 8T =
Hs 38 N
RS \4 Wl
NESE / . \ GVT HQ
LEFS [ GVITeams | Disaster
=0 s O | Disaster < o
= &= Fact / Response
; acing / Policy
/
S

System 1:

/
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2- Ejemplos de aplicacion — VSM Ofensiva

Hutchinson et al (2002). Information warfare. VSM as a framework to attack organizations.

ATTACK TACTIC

COMMENTS

Compromised trusted user

Most software attacks and computer crimes are
carried out by trusted users.

Acquisition of user’s password

Can be achieved by packet sniffers, and
password crackers.

Trojan Horses

Installed after penetration. Mimic actions of
system utilities. Useful for sabotage, extortion,
and blackmail.

Software Bombs Similar to Trojan Horses. Planted with some
mission critical software, and triggered by
date/time.

Viruses Many variations. Almost all computer systems
have been infected at some time.

Worms Replicate themselves and consume system and

network resources.

Identifica formas de ataque para cada rol/funcion dentro de la
Arquitectura de Comunicaciones de un VSM

/\""“/

VY

2.
N

YY

w

N N
\AA; \u
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VVV
N

AA
\AJ
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Vester Version

The recursive structure of the Sensitivity Model System Description 2 Variable Set /<3 Criteria Matrix s
System model: Cimate Change System modek: Climate Change b System model: Climate Change
SPHERES OF LIFE_____| PHYS. CATEG. | DYN.CATEGORY _[SYSTEM neunousl
This step is purely manual: by discussion, brainstorming, notes and s|s
records in the group. It provides the basis for the establishment of thy List of variables Description of the variables Crieria ~ —— slsle z 2123
variable set and for a preliminary effect system. The proceeding is Fl Degrad. of ozone Jaye 1 Degrad. of ozone-layer REE I |22 % [ =
described in the first chapter of our manual. 2 Co2-concentration Starting in the south hes now spreed [ @ FULLY apicatie HEHIHHE HEN 5 E H N == (8
S By clicking the symbols below you get informations about: 3 Phytoplancton activty othe north 0o, Coused by © PHRTIALLY apkcaio HHBEHEHHEHEHBHHHHEHEE
:;‘;ﬂ:‘,',‘.’a:’mw;,, 4 Industrial production chemicals and air traffic, causing T Tovprad cicomeia o) o Tolel ToTelol Te
every following step (=5 defining the system boundaries 5 Forest degradation skin cancer and damages on crop. 2 [ Coz-concentration - - B e|e(c|o -
helps to correct the 6 Greenhouse effect 3 | Phytoplancton activity - = oo .| =
next step, assuring nature of the influence factors 7 Waste combustion 4 [Industrial production DR Slo|elele| |[e/ele[e |e
QTR Ts 8 Transp.& Traffic volume 5 |Forest degradation - < - - <=
. - 9 Fossil energy use 6 | Greennouse effect - - - .o S S
meaning of their interdependences D T T Waste combuston = = SiElE = =
8 [Transp & Trafficvol - - e[o - S| ele
Criteria Matrix scetching a "picture” of the system 3 m:‘:‘ 5 in:re“::y:: L = = = elite = = S
Checking O 10 [ Agricult production - - S - - oS [® || sk cec]
constructing a prelininary effect system 13 Melting of ice shelves 1 THoman hea == SreEEEr e W
14 Giobal albedo 12| Ocean level = - e[c|e|e[ee
We recommend to write down a summary of your system description in 15 Nutrition of mankind 13 [ Melting of ice shelves = - OB - Sle|elele Nm
any case in the notes of this system model. Use therefore the button 16 Climatic changes 14| Global albedo - - - 3 NI
“notes”. So these notes can - especially when you are working with 17 Floods and landslides P P —— = = = == =S = ~u
different system models - be recalled at every moment to make it possible 18  Behav.8 consum.changes Total view 76 [ Climatic changes - = = = = = B
to get the basic informations at every step of your work. 19  Soil sealing 17 | Floods =3 - o - - -
Sca- 18 | Behav.a consum.changes = - -|= - .o
oo
wu [Flng 19 [ Soil sealing = - - BEEE -
— su 59 [0 [ 75 [ 4o [ws [0 [2s [0l ea [ss [ 10 [7e [so[wofee [so[ws oo fi ==

Mallk Sensitvity Model © Prof. Vester Version 8.5 L

Impact Matrix 2 Systemic Role Simulation
Matrix of consensus System model: Climate Change Matrix of consensus System model: Climate Change System model: Climate Change Partial scenario 2: Climate Change I System model: Climate Change
uence by varale, onvarisie B 3 3 5 5 7 5 5 10 1112 13 14 15 16 1718 10]as U
771 01 000 020 0001000 =
2 | Co2-concentration 1o o oo o0 0000000 0f@ofs | >
s conse Degradation of
3 Phytoplancton activity 0 0000000 1 000100 0fs Msw"q B () Conne g I
4 Industrial production 208 220202 1 2l o2lo 000000 1]s !
5 Forest degradation 020 oo o000 1000 o1 ofs i ‘t l 0 e UatES
Totai vie ek gang dor
6 | Greenhouse effect 0000 1o oo o 12Nl of@o@loln » e T \I :mvllm
7 | Waste combustion 10211 01 1o 0010000 1000[e Neutral secion between =] |
8 Transp.& Trafficvolume 0/2 10 102 oJf%2 020 000000 1|n Explain active, reactive, buffering (1) etic smount _&.\\ ~ 0
9 | Fossil energy use 0/2 00000 1fof200000000]s I Bm":a;';"‘?'s.:gfl'::gs'::'; Stabilizing feedbacks (78) Reinforcing feedbacks (21) (7 - |
10  Agricult production 01 o202l o o 1o oo offlooo 0w S Via the compo- nents of PR TErTEr—— - | L@I’seoﬂoss.
11 Human health 000100000 ofooooo ool this area which are on the 6+12+18+ 8- 6 —
12 Ocean level o 1o 1 1 0000 ofBlo 121 o - T other hand welfed for 6417418+ 8+ 6 6412+ 6
13 Melting of ice shetves 001000000 0 of2Elo2ol2olo Covy] points given: intrgrated n fesc-back 8419217218+ 8 1341413
14 Global albedo 00000000000 0/2BM01010]s 2 cycles 10110180 99 201 130 201 A _esin 1| vabecouse
24 6412418+ 9+ 2 6413212+ 6 |
15 Nutition of mankind 00000001 of2Elooofoo@lols 2+ 641718+ 9+ 2 24 64179 59 2 coontoround [0 2] Newpatal scenario :
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Inicialmente para recrear la idea original de Cybersin - luego explorar apliaciones en diferentes areas.
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Superimposition of SNA values

On the VSM diagnostic (e.g. groups
With high connectivity and position
Of key individuals

Figure 3. VSM & SNA integration. From left to right the stages of integration can be observed. Note in the top the VSM process running
simultaneously with the SNA (Bottom). Also the SNA capacity to identify key actors and groups - represented by color and shape of nodes.
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