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ABSTRACT

Cyber-physicalsystems(CPS)haveemergedtoaddresstheneedformoreefficientintegrationof
modernadvancementincyberandwirelesscommunicationstechnologiessuchas5Gwithphysical
objects.Inaddition,CPSssystemsalsoneededtoefficientcontrolofsecurityandprivacywhenwe
comparethemwithinternetofthings(IoT).Inrecentyears,weexperiencedlackofsecurityconcerns
withsmarthomeIoTapplicationssuchashomesecuritycamera,etc.Therefore,thispaperproposes
asystematicsoftwareengineeringframeworkforCPSandIoTsystems.Thispaperalsoproposed
acomprehensiverequirementsengineeringframeworkforCPS-IoTapplicationswhichcanalsobe
specifiedusingBPMNmodellingandsimulationtoverifyandvalidateCPS-IoTrequirementswith
smartcontracts.Inthiscontext,oneofthekeycontributionofthispaperistheinnovativeandgeneric
requirementsclassificationmodelforCPS-IoTapplicationservices,andthiscanalsobeappliedto
otheremergingtechnologiessuchasfog,edge,cloud,andblockchaincomputing.

KEywoRdS
Cyber-Physical Systems, Internet of Things, IoT Architecture, Secure Software Engineering Framework for 
Cyber-Physical and IoT Systems (SSEF4CPSIOT)

INTRodUCTIoN

Cyber-PhysicalSystems(CPS)andtheInternetofThings(IoT)isontherapidincreaseasthedemand
forsuchapplicationsisgrowingexponentially.Thereisaverystrongreasonforconnectingthree
technologiessuchasCPS,IoT,andCloudasthefirsttwoareconnectedtoacloudforreceivingand
analysingdata.Cloudcomputinghasemergedtoprovideamorecost-effectivesolutiontobusinesses
andserviceswhilemakinguseofinexpensivecomputingsolutionsthatcombinespervasive,Internet,
andvirtualisationtechnologies.Cloudcomputinghasspreadtocatchupwithanothertechnological
evolutionaswehavewitnessedInternettechnologywhichhasrevolutionisedcommunicationand
informationsuperhighway.Cloudcomputingisemergingrapidlyandsoftwareasaserviceparadigm
isincreasingitsdemandformoreservices.However,thisnewtrendneedstobemoresystematicwith
respecttodevelopingsecuresoftwareengineeringanditsrelatedprocessessuchasrequirements,
design,development,andtest.Forexample,currentchallengesthatarefacedwithcybersecurityare:
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applicationsecurityflawsandlessonslearnedwhichcanallbeappliedwhendevelopingapplications
forCPSandIoTsystems.Similarly,asthedemandforcloudservicesincreasesandsoincreased
importance sought for securityandprivacy.Cloud serviceproviders suchasMicrosoft,Google,
Salesforce.com,Amazon,GoGridareabletoleveragecloudtechnologywithapay-per-usebusiness
modelwithon-demandelasticitybywhichresourcescanbeexpandedorshortenedbasedonservice
requirements.CPSandIoTcombinedhavegreatpotentialtoevolvenewapplicationssuchassmart
homes,smartcities,smartroads,smarttransports,smartgrids,etc.Letustake,smarthomewhichcan
connectseveraldevicessuchassmarthomesecuritycameras,smarthomemonitoringsystemswith
machinelearningtopredictabnormalities,smartdetectionsensorstodetectmovementinthehouse
whenyouareaway,smartspeakerssuchasAlexa,GoogleHome,andSiri,smartphoneappsconnected
tohomeenergysupply,smartkitchenutensilssuchassmartfridge,smartdishwasher,smartoven,
smartheatingsystems,smartradiatorvalve,etc.However,existingworkonsmarthomeapplications
byVarghese&Hayajneh(2018),Hu,Yang,Lin,&Wang(2020),&Yassein,Hmeidi,Shatnawi,
Mardini,&Khamayseh(2019)reportedthat“thecurrentsecuritymechanismsareinsufficientas
developermistakescannotbeeffectivelydetectedandnotifiedduetolackofapplyingsystematic
softwaredevelopmentprinciples”.

Therearevaryingdefinitionsandunderstandingofthesetwotermsfoundintheliteratureas
follows:

Alur(2015)definesCPSas:

A CPS system is defined as a system consists of computing devices communicating with one another 
and interacting with the physical world via sensors and actuators. Examples of such systems include 
smart buildings to medical devices to automobiles. 

Whereas (Lin, 2017) defines a CPS system as the interactions between cyber (means sensing, 
computing, and communicating using current technologies such as Bluetooth, Wifi, etc.) and physical 
components and also aims to monitor and control the physical components (external world). 

McEwenandCassimally(2014)definesIoTas:

An IoT system consists of any physical objects contains controllers, sensors, and actuators that are 
connected with the Internet. Examples of such systems include any devices capable of sending and 
receiving data through the internet such as internet-enabled washing machines, dishwashers, etc.

Whereas (Lin, 2017) defined IoT as a networking infrastructure to connect a massive number of smart 
devices and to monitor and control devices and IoT forms a horizontal layer support for a vertical layers 
of CPS connecting a range of applications such as smart city services requires smart transportation, 
smart energy, smart weather forecasting, smart grid, and smart government councils, etc.

In addition, (Ray, 2018) provides a more systematic review of IoT architectures consisting of 
components of IoT devices such as connectivity, memory interfaces, processor, graphics, audio and 
video interfaces, storage interfaces, and i/o interfaces (sensors, actuators, etc.) and also discusses 
Gartner’s prediction of 25 billion devices will be connected to the internet by 2020 which is the 
current year and it has been a true prediction and still continue to grow rapidly.

Since all CPS and IoT devices are connected via various communication channels and are streaming 
data enormously to a cloud which enforces the use of big data analytics platforms to analyse to make 
decisions on smart applications. In this context, (Ahmed et al., 2017) discuss the convergence of big 
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data, analytics techniques, and the role of big data analytics in IoT applications as it streams huge 
volumes of data. 

Likewise, (Faisal, Abdullah, & Sajjan, 2018) propose five layers architecture model for IoT devices 
such as perception layer (lowest) which provides support for QR, RFID, and wearables devices, 
followed by Network Layer which provides support for EPC, IPv6, ZigBee, Z-Wave, IPSec, and RPL, 
followed by Middleware Layer which provides support for CoAP, MQTT, supporting Fog and Cloud, 
service discovery module by mDNS, Physical Web, and the layer above is the Application layer which 
provides support for shipments tracking, smart grids, smart homes, smart transport, and smart cities, 
and the layer above is known as a Business layer which supports SensorML, and Big Data Analytics 
Platforms such as Apache Spark.

Inotherwords,IoTcanalsobedefinedasthenetworkofphysicalobjectsorthingsthatarebuilt
orembeddedwithsensors,actuators,software,andconnectviatheinternetwhichenablestheseobjects
tocollectandexchangedata.TheirdifferencebetweentheCPSandIoTneedstobeclarifiedasthe
applicationsbeingdeployedovertheyears.Firstofall,letuslookataprecursorisknownasEmbedded
systemswhichhavebeensuccessfullydeployedinwiderareassuchasaerospace,manufacturing,
chemicalprocesses,civilinfrastructures,etc.ThekeydifferencebetweentheCPSandEmbedded
systemistheinter-connectivityofthesenetworkedphysicalobjectswhereasIoToftennotembedded
butinteractwithphysicalworldobjects.Awirelesssensornetworkcanbemountedaroundariverto
receiveandexchangedataamongstthemtocalculateanyabnormallevelofriveroverflowtoavoid
anynaturaldisastersintheregion.Therefore,thesecurityoftheCPSandIoTsystemsareparamount
toourresearchaswellastheirdatahasbeensecured.

Currently,security-relatedflawsarebeingfoundonadailybasisthatarefixedbyaddingsecurity
patches.Thisissimplyanunacceptableparadigmforthesustainabilityofcloudcomputing.Therefore,
weneedtodevelopandbuildcloudserviceswithbuild-insecurityofservices(SaaS,PaaS,IaaS),
datacenters,andcloudservers.Thekeytechnicalchallengesaresecurityandprivacyinhandling
largescalesmartapplications.

Inthiscontext,oneofthemainpurposesofthisstudyistoidentifyasystematicframeworkthat
supportssoftwareengineeringprinciplesthathavebeensuccessfulforthepastfiftyyearsorsoand
tocustomizethemfortheemergingtechnologiesandapplicationsof‘Things’.Thisarticleaimsto
articulateakeysetofresearchproblemsandquestionsthatneedtobeaddressedandrequiresfurther
researchinthisarea.Theresearchmethodologyusedforthisstudyisthequantitativeandexperimental
methodusingBPMNmodellingandsimulationtovalidateandverifytheproposedrequirements
engineeringframeworkandareferencearchitectureforCPS-IoTapplications.

Thisarticleaimstoprovideanumberoftechniquesandmethodsfordevelopingcloudservices
systematically with build-in security. It will also cover a range of system security engineering
techniquesthathavebeenadoptedaspartofaclouddevelopmentprocess.Anumberofexamples
of scenarioshave chosen fromAmazonEC2, to illustratewith, emerging cloud system security
engineeringprinciplesandparadigm(Ramachandran,2013&2014).Thisreal-worldcasestudyhas
beenusedtodemonstratethebestpracticesonbusinessprocessmodellingandcomponent-based
designfordevelopingcloudserviceswithBuildSecurityIn(BSI).BSItechniques,strategies,and
processespresentedinthisarticlearegeneralsystemssecurityprinciplesandareapplicableboth
in a cloud environment and a traditional environment (non-cloud environment). The significant
contributionofthisresearchistoillustratetheapplicationoftheextendedsystemsecuritymethod
knownasSysSQUAREtoelicitsecurityrequirements,toidentifysecuritythreatsofdataaswellas
integratingbuild-insecuritytechniquesbymodellingandsimulatingbusinessprocessesupfrontin
thesystemsdevelopmentlifecycle.

ThisarticlecontributestothefoundationsofCPSandIoTandhowtogetherisneededforlarge
scalesecureapplicationssuchassmartcities,smarthomes,smarttransportation,smarthealth,smart
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e-Gov,andsmartliving.However,smartapplicationsneedtoaddresstheissuesofsecurityandprivacy
withasystematicapproachtocreatingsustainablesmartapplicationsthatposeahighlevelofpersonal
andprivatedatasuchassmarthealthandsmartliving.Inparticular,thispapermakesasignificant
contributiontosecuresoftwareengineeringframeworkforCPSandIoTdrivenapplications.This
paperstructuredoutintofivesections:Section1Introductionprovidesthekeydefinitionsandterms
usedinCPSandIoT;Section2providesabackgroundliteraturesurveyonCPS-IoTarchitectureand
applicationsandcriticalevaluationoftheapproaches;Section3providesasecuresoftwareengineering
frameworkforCPSandIoTapplications;Section4proposesanintegratedapproachtosecureservice
developmentparadigmandalsoprovidesaservicecomponentmodelforCPSandIoTapplications,
andfinalSection5providesfutureresearchdirections.

BACKGRoUNd

Legacyapplicationshavecomplexinterconnectionsandareconnectionless.Forexample,asales
managerneededtoaccessareal-timestackonthemainframeapplicationswhentravellingrequires
migratingtoSOA.IoT(InternetofThings)hasemergedtoaddresstheneedforconnectivityand
seamlessintegrationwithotherdevices.However,therearepotentialchallengesaheadofmeeting
thegrowingneedforIoTbasedapplications.Thisincludesdesignandimplementationchallenges,
variousapplicationsandconnectivities suchassmartobjectsandwirelesssensornetworks,data
gathering, storingandanalyzing inacloud-basedsolution,and IoTSecurityandPrivacy issues.
PiayreandSeong(2013)discussanIoTapplicationforawirelesssensornetworkthatisusefulin
emergencyresponsesystems.Inaddition,CPSsystemshaveamuchbiggerimpactonconnected
devices, therefore, it is important tounderstand thecleardistinctionbetween these twosystems.
Table1provides featuresagainstCPSand IoTsystemswhichconsiderscomputationalcapacity,
processingspeed,storagecapacity,multiplesensorcapacity,multiplecommunicationcapabilities,
mobility,distributioncapability,programming,andarchitecturalmodelthatissuitableandsecured.

AsshowninTable1featuressuchastherearehighcomputationalcapacitiesandprocessing
speeddiscoveredinCPSthaninIoTdevices.Thereisalsoahighstoragecapacitydiscoveredin
CPSthaninIoTdevices.TherearecommonmultipleinputandoutputsensorsandGPSs,wireless

Table 1. Features of CPS and IoT systems

Features Cyber-Physical Systems IoT

Significantcomputationalcapacity high low

Processingspeed high low

Storagecapacity medium low

Multiplesensoryinput/outputdevices,
suchastouchscreens,cameras,GPS
chips,speakers,microphone,light
sensors,proximitysensors

√ √

Multi-communicationconnectedness
usingWifi,GPS,3-5G,Bluetooth,etc √ √

Mobility MobileCPS Mobile

High-LevelProgramming Java Java

DistributionMechanism(AppsStore,
PlayStore,etc) √ √

ArchitecturalDesignModel LayerModel,Event-Driven,Web
Services Event-Driven,WebServices
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communicationtechnologies,andthemobilityfoundinbothCPSandIoTdevices.Meanwhile,there
areplentyofdevelopmentplatformsandtoolsareavailableandaresupportedasaservicetothe
cloudfordistributedapplications.However,thereisalackofstandardizationofarchitecturesand
hencethispaperhasproposedareferencearchitecturemodelforCPSandIoTApplicationswhich
canbeintegratedtoothertechnologiessuchasfog,edge,cloud,andblockchainasthisintegration
isneededforlargescaleapplicationssuchassmartcitieswhichrequiressmarttransportation,smart
roads,smartgrids,smarthome,smartliving,etc.

CPS and IoT Architectural design Characteristics: Functions vs. Attributes
DesignofsoftwarearchitectureforCPSandIoTsystemsisthekeytoachievinglongtermgoalof
buildingasustainableservicewhichissecureandavailable.Therearenumerouscharacteristicsthat
areexpectedfromsuchdevicesandtheirservices.Figure1showsafive-layermodelforCPSand
IoTarchitecturallayersandtheirproperties.Thelayersareconnectionlayer1(providingplug&
playcapabilityasshownatthebottomofthetriangle),dataanalyticslayer2,datamininglayer3,
presentation/Cognitivelayer4,andfinallyaconfigurationlayer5(asshownatthetopofthetriangle
providingselfconfigurabilityandcomposabilityofservicesanddevices).

IoT has emerged to address connecting everything possible around us and get real data on
behaviourotherwisewouldhavenotbeenpossible.ItallstartedwithRFIDtechnologyintheearly
partof2000introducedintheretailmarkettoasproductid-tags,in2010thetechnologyhasbeen
appliedtosurveillance,healthcare,security,transport,foodsafety,by2020thetechnologywillbe
usedinlocatingpeople,products,collectingdataoneveryobject,furtheronitwillbeappliedin
teleoperationsand telepresence,virtualworld, touchand feel, andability to touch,monitor, and
controlremoteobjects,etc.

Thereareseveralapplicationsofsmartnesswiththeuseoftheinternetandcommunications
technologiessuchaswirelessanddatatransferprotocolssuchas5Gand6G.Thesmartapplications

Figure 1. CPS and IoT Architectural Design Characteristics
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areexpectedtoemergeincombinationwithcloud,IoT,CPS,Blockchain,etc.Themainpurposeof
theseemergingsmartapplicationsistoimprovethequalityoflifeofpeopleandtheirenvironment
withtheuseofICT.SomeofthemareSmartHome,SmartCity,SmartVehicle,SmartRoad,Smart
Transport,SmartGrid,Smarte-Gov,Smarte-Voting,SmartLandRegistry,SmartWasteManagement,
Smarthealthcare,SmartTrafficControl,SmartEnvironmentControl,SmartDisaster,andEmergency
Management, Smart Energy, Smart Air Pollution Control, etc. Let us mainly consider some of
thekeychallengesemergingfromsmartapplications.Firstly,smarthomeposesseveraltechnical
researchchallengessuchasinteroperability,self-management,maintainability,signaling,bandwidth,
andpowerconsumption(Yasseinetal.,2019).Similarly,(Hakak,Khan,Gilkar,Imran,&Guizani,
2020)havestudiedtherequirementfortheuseofblockchaintechnologyforsmartcityapplications
includesecurity,privacy,fastprocessingoftransactions,andtobuildtrust.Smartcityapplications
alsoneedtobeenergyefficientforsustainabilityfortheenvironmentwhenimprovingthequalityof
life(Voisin,2019).SoftwarePlatformshavebeencriticallyevaluatedby(Santana,Chaves,Gerosa,
Kon,&Milojicic,2017)andhaveproposedareferencearchitecture.However,existingstudieshave
notbeenevaluatedtheproposedframeworkswithprovenmethods.

The software platforms include SmartSantander, OpenIoT, Concinnity, Civitas, Gambas,
OpneMTC,U-City,etc.andsomeofthemajornon-functionalrequirementsforsmartcityplatformsare
interoperability,scalability,privacy,contextawareness,adaptation,extensibility,andconfigurability
(Santanaetal.,2017).Theirproposedreferencearchitectureforsmartcityapplicationsconsistsof
fourlayerssuchascloud&networkinglayer,Service&IoTmiddlewarelayer,followedbybigdata
managementlayer,andatthetopistheapplicationlayer.However,existingworkhasnotproposed
noradoptedanysystematicsoftwareengineeringapproachtodevelopingsmartapplicationsusinga
service-orientedparadigmbyintegratingtheidentifiednon-functionalrequirementsfromthebeginning
of theservicedevelopment lifecyclewhich is themainsignificanceof thisarticle.Theexisting
referencearchitectureisspecifictosmartcityanddoesn’tseemtofollowtheconceptofaservice
bustwhichisoneofthekeyprinciplesofservicecomputingandisresponsibleforcoordinatingthe
communicationsamongstthelayersfollowingthesmartcontractsandnon-functionalrequirements
embeddedintothesmartdevelopmentplatforms.

Thefollowingsectionintroducesasystematicapproachtodevelopingsecurity-specificsystem
requirementsforbuildingBSIrightfromtherequirementsphaseofthesystemengineeringlife-cycle
forIoTandCPSbasedapplications.

SECURE SoFTwARE ENGINEERING FRAMEwoRK 
FoR CPS ANd IoT (SSEF4CPSIoT)

CurrentexamplesofUKcybersecurityattacksonbusinessesaredevastating from theCarphone
warehouse(amobilephonesalesbusiness),TalkTalk(a telephoneserviceprovider),andAshley
Madison,adatingwebsitewherepersonaldata.Ashford(2009)reportsUKbusinessspends75%
ofthesoftwaredevelopmentbudgetonfixingsecurityflawsafterdeliveringtheproduct.Thisisa
hugeexpenditureanditalsocreatesuntrustworthinessamongstcustomers.Andress(2011)provides
anexcellentliteraturesurveyonthebasicsofinformationsecuritytechniques.Thecyclicsecurity
principlesknownasIAAisnotlimitedpatternofsolutionfordevelopingsecuresystems.Thereare
othersecurityconcepts that formapatternofsolutionknownasCIA(Confidentiality, Integrity,
andAvailability).TheCIAconsidersmoretowardshowwellweshoulddesignsupportingthose
threecharacteristicsofsystemsincludingsoftwareandservices.Inaddition,Andress(2011)stated
theconceptofParkerianHexad,whichconsistsofsixprinciplesCIA(3)+PAU(3)(Possessionor
control,Authenticity,andUtility).

Traditionally,securityhasbeenaddedandfixedbyreleasingsecuritypatchesonadailybasisby
majorsoftwarevendors.Thispracticeneedstochangebysystematicallyidentifyingandincorporating
systemsecurityrightfromrequirements.ThisprocessisknownasBuilding In Security (BSI).Readers
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areurgedtofollowtheworkbyMcGraw(2004&2006)andRamachandran(2011).Thisarticle
contributes towardsprovidinga systemengineeringprocess fordevelopinganddeployingcloud
servicessystematically. Italsoprovidesaclassificationsystemforcloudsecurityandclouddata
securitywhichareusefulfordevelopingandmaintaininglargescalesystemswithbuildinsecurity.
Finally,datasecurityhasbeenmodelledandsimulatedusingbusinessprocessmethodology.The
resultsshoweffectivenesswhenwedevelopsystemssystematicallywithgoodsystemsengineering
principlesandtools.Therefore,ourmainrecommendationtowardsbuildingsecurityin(BSI)strategy
istofollowoneofourguidelines/recommendations:

The aforementioned processes and classification, security principles, and security attributes can be 
used as a framework for capturing security-specific requirements supporting BSI focus by Systems 
and Software Engineers. In other words, Security requirements = principles of CIA + PAU.

Allenetal.(2008)statethatoneofthemaingoalsofSoftwareSecurityEngineeringistoaddress
softwaresecuritybestpractices,processes,techniques,andtoolsineveryphaseandactivitiesofany
standardsoftwaredevelopmentlifecycle(SDLC).Themaingoalofbuildingsecuresoftwarewhich
isdefect-freeandbetterbuiltwith:

• Continuetooperatenormallyinanyeventofattacksandtotolerateanyfailure
• Limitingdamagesemergingasanoutcomeofanyattackstriggered
• BuildTrust&ResiliencyIn(BTRI)
• Dataandassetprotection

Inotherwords,securesoftwareshouldoperatenormallyintheeventofanyattacks.Inaddition,
itinvolvestheprocessofextractingsecurityrequirementsfromoverallsystemrequirements(includes
hardware,software,business,marketing,andenvironmentalrequirements)andthenalsofurtherrefined
andextractedCPSandIoTsecurityandsoftwareandservicessecurityrequirementsgatheredforthe
requiredCPSandIoTapplications.ThentherefinedCPSandIoTrequirementscanbeembedded
andtracedacrossthesoftwaredevelopmentlifecycle(SDLC)phasessuchasrequirements,design,
development,andtesting.Thishasnotexplainedwellinthecurrentworksofliteraturesofar.Therefore,
thispaperhasproposedasystematicSoftwareEngineeringFrameworkforCPSandIoTApplications
(SEF4CPS-IoT)asshowninFigure2anditprovidesacleardefinitionofelicitingandintegrating
security,privacy,andtrustrequirementsacrossthedevelopmentlifecycle.

AsshowninFigure2,SEF4CPSIoTconsistsofanumberofphasesintheframeworknamely:
SecureREwithSysSQUAREmethodandBPMNmodellingandsimulation;DesignCPS-IoTservices
withUMLcomponentsandwithSoaML(anextendedUMLdesignmodelspecificallydeveloped
for services-orientation); Tools such as Raspberry Pi, WSNs, Fog, Edge, Cloud, & Blockchain,
Siemen’sMindSphereIoT,MicrosoftAzureIoT,andAmazonAWS/Greengrass;CPS-IoTApplications
includebutnotlimitedtoCPS-IoTDataProcessingasaService,CPS-IoTStorageManagementas
aService,CPS-IoTEnergyManagement,CPS-IoTServiceDelivery,ServiceSecurityandPrivacy
Protection,CPS-IoTSmartCity,CPS-IoTSmartGrid,CPS-IOTSmartTransportation,CPS-IoT
SmartE-Government,SmartHome,etc.;CPS-IoTAdoptionModels;andapproachestoEvaluation
&Applications.

SecurerequirementsengineeringprocessandmethodwithextendedsysSQUAREandinaddition
itproposesaBPMNmodellingandsimulationforverificationandvalidationofreal-worldCPS-IoT
applications.

Capturingandidentifyingrequirementsforsecurityexplicitlyisoneofthechallengesinsoftware
engineering.Oftensecurityisconsideredasoneofthenon-functionalrequirementswhichhavebeen
consideredasconstraintsidentifiedduringandafterthesoftwarehasbeendevelopedanddeployed.
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However,ithasanimpactonthefunctionalityofthesystem.Therefore,weneedtobeabletospecify
securityrequirementsexplicitlythroughoutthesecurity-specificlife-cyclephasesaspartofachieving
BSI(securityrequirements,designforsecurity,securitytesting&securabilitytesting).

Secure Requirements Engineering for CPS and IoT with SysSQUARE
CloudcomputinghasemergedtoaddresstheneedsoftheITcost-benefitanalysisandalsoarevolution
intechnologyintermsofreducedcostforInternetdataandspeed.Therefore,thedemandforsecuring
ourdatainthecloudhasalsoincreasedasawayofbuildingtrustforcloudmigrationandtobenefit
businessconfidenceinthecloudtechnologybycloudproviderssuchasAmazon,Microsoft,Google,
etc.Therefore,wealsowanttomakesureourBSImodelandstrategiesareapplicabletocloudservices
aswellastraditionalsystems.Figure3showsamodeltostructurecloudsecurityattributestodevelop
andintegrateBSIacrossthesystemdevelopmentlife-cycle.

TheCPSandIoTsecurityattributesshowninFigure3,areessentialandusefultounderstand
non-functionalaspectsofservicesdevelopmentandserviceprovision.Theseattributesarealsouseful
forbuildingBSIandmaintainingsecurity.Asshowninthefigure,protectingandsecuringCPSand
IoTsystemsrequiresenergy-efficientalgorithms,efficientdataallocationandretrievalalgorithms,
andahighlevelofdatasecurityusingencryptionanddecryptionefficientalgorithms.Theservice
availabilityofthesesystemsisapriorityrequirement,andoftenthesesystemscanbedevelopedusing
readilyavailableAPIssuchasGooglemapAPI,weatherforecastAPIs,FacebookAPIs,TwitterAPIs.
Forexample,onecoulduseanIoTtomonitorphysicalpremisesandsendeverydatatoatwitter
accountusingthoseAPIssothatrelevantpeoplewillbealertedquickly.

Mead (2005) for the SEI’s (software Engineering Institute) has identified a method known
asSQUARE(SecureQualityRequirementsEngineering)whichhasbeenextendedSysSQUARE
(SystemsEngineeringSQUARE)towardssystemssecurityengineeringmethod.Theextendedand
modifiedsysSQUARERequirementsEngineeringFrameworkisshowninFigure4whichconsists
oftenstepsstartswithagreeddefinitions,followedbyidentifyBuildSecurity,Privacy,andTrustIn
(BSPTI)goals,developBSPTIartifacts,performriskassessments,identifyandselectarequirement
elicitation technique, Elicit Security & Privacy Requirements, Categorise Security & Privacy
Requirements, identifyCPS-IoTApplication’sDataSecurity&PrivacyRequirements,Prioritise
Security & Privacy Requirements, and finally Validate, Verify, and Inspect Security & Privacy
RequirementsusingBPMNModellingandSimulationsTool.

Figure 2. Secure Software Engineering Framework for CPS and IoT Applications (SSEF4CPSIOT)
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Figure 3. CPS and IoT security attributes

Figure 4. sysSQUARE Requirements Engineering Framework for CPS-IoT Applications
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TheextendedmethodsysSQUAREconsistsoftenstepsasfollow:

• Agreed Definitions for CPS-IoT Applications:Whichmeans todefinea setof acronyms,
definitions,anddomain-specificknowledgeneedstobeagreedbystakeholders.Thiswillhelp
identifyandvalidatingsecurity-specificrequirementsclearlybystakeholders

• Identify Build Security, Privacy and Trust In (BSPTI) Goals:Whichmeanstoclearlydefine
whatisexpectedofthesystemwithrespecttosecuritybybusinessdrivers,policies,andprocedures

• Develop BSTI Artefacts:Whichmeanstodevelopscenarios,examples,misusecases,templates
forspecifications,andforms

• Perform Risk Assessments: Which means to conduct a risk analysis of all security goals
identified,conductathreatanalysisusinganyThreatModellingTools

• Identify & Select a Requirement Elicitation Technique:Thisincludessystematicidentification
andanalysisofsecurityrequirementsfromstakeholders in theformsof interviews, business 
process modelling and simulations, prototypes,discussion, and focus groups.Aspartofthis
phase,onehasalsotoidentifythelevelofsecurity,cost-benefitsanalysis,andorganisational
culture,structure,andstyle

• Elicit Security and Privacy Requirements: Which includes activities such as producing
securityrequirementsdocumentbasedsecurity-specificprinciplestructureaspartofthegoal
ofdevelopingBSIearlier,riskassessmentresults,andtechniquesonrequirementsmodelling
withsoftwaretoolssuchasbusiness process modelling and simulations, threat modelling, and 
misuse cases,etc.

• Categorise Security & Privacy Requirements:This includesactivities suchasclassifying
andcategorisingsecurityrequirementsbasedoncompany-specificrequirementsspecification
templatesandtouseourrecommendedsecurityprinciplesasthiswillhelpSystemsEngineers
toapplyBSIandtracksecurity-specificrequirementsforvalidation&verificationatallstages
ofthesystemsengineeringlife-cycle.

• Identify CPS-IoT Applications Data Security & Privacy Requirements: This includes
activitiesonextractingandcarefullyidentifyingdatasecurityandrelevantsub-systemssuchas
datacentres,servers,cloudVM,andsoftwaresecurity,SQLsecurity,andothertypesofsecurity
thatarerelevanttothedata.Thisseparationofconcernsallowssystemsengineerstointegrate,
track,design,anddevelopdatasecurityaspartofenterprise-widesystemsdevelopment.

• Prioritise Security & Privacy Requirements: This includes activities of selecting and
prioritisingsecurity&privacy requirementsbasedonbusinessgoalsaswellascost-benefit
analysis.

• Validate, Verify, and Inspect Security & Privacy Requirements Using BPMN Modelling and 
Simulations Tool:Whichmeanstoconductrequirementsvalidationprocessusingrequirements
inspectionandreviewmeetingsandtousebusinessprocessmodellingandsimulationtoolsor
anyrequirementsengineeringsimulation tools tovalidatesecurityandprivacyrequirements
beforethedesignandimplantationofCPS-IoTservices.Thiswillprovidewell-provensecurity,
privacy,trustrequirementsforasustainablefutureofCPS-IoTdrivensmartapplications.

AccordingtotheSysSQUAREmodel,thefirstphasestartswithidentifyingsecurityrequirements
that are achievable and agreed by all stakeholders who are involved in the process. The second
stepfocusesmainlyondevelopingalistofallpossiblesecuritygoalsaspartofthebusinessand
functionalgoals.Thirdly,todevelopalistofartefactsthatareneededtoachievethosesecuritygoals.
Fourthly,toconductadetailedriskassessmentforeachsecuritygoalidentifiedandassessed.Clear
identificationofrequirementsof thewholeapplicationsystemandextractsecurityrequirements.
Interactwithstakeholderstoclarifysecurityrequirementsandthetechnologytheywanttouse,and
costimplications.Categorisationandprioritisationofsecurityrequirementswillhelpachieverealistic
goalsagainstbusinesstargets.Forexample,ofanetworksystem,weneedtoseparatefurthertwo
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categoriesofsecurityrequirementssuchaswiredandwirelesssecuritysystems.TheSysSQUARE
methodelicitationofsecurityrequirementshasbeenappliedtostudythebehaviourofthreatmodelling
forclouddatasecuritywhichhasbeenpresentedinthelastsectionofthisarticle.

ThispaperhasalsoidentifiedagenericclassificationframeworkforCPS-IoTservicesasshown
inFigure5basedontheidentifiedcharacteristicsasshowninFigure3.

AsshowninFigure5,agenericrequirementsclassificationframeworkisnecessarytostandardize
theidentificationofbothfunctionalservicesandnon-functionalservicecontractsinthemodernera
ofemergingtechnologiessuchasfog,edge,cloud,andblockchain-basedapplicationsandareneeded
tobeintegratedforachievingmodernlargescalecomplexbutsmartapplicationsassmartcities,etc.
ThisREframeworkisfirstlydividedintofunctionalservicesandnon-functionalservicecontracts.
Thefunctionalservicesarebroadlyclassifiedintorequiredservicesandnewservicesthatcanbe
composedusingtheidentified,developed,anddeployedinaservicerepositoryforCPS-IoTdriven
applicationswhichisoneofthekeyaspectsofthisclassificationframework.

Thenon-functionalservicescanbeanumberofsimpleandcoordinatedtasktypeservicesandto
design,develop,anddeployassmartcontractsandthereforetheyarereusableservicesthatcanalso
bedepositedintheservicerepository.Theyaremainlydividedintoresourcemanagementservices,
loadbalancingservices,dependabilityandextensibilityservices,isolation,reliability,reusability,low
latency,offloading,transferring&uploadingservices.Inthiscontext,oneofthekeyfeaturesofthis
modelistoaddressBSI,BPI,BTIaspartofthedependabilityofsmartserviceswithinallCPS-IoT
basedlargescaleapplications.ThisfollowsontothenextphaseintheSEF4CPSIoTframeworkisthe
referencearchitecturefordesigningservicesforCPSandIoTApplications.Asampledatastreaming
CPS-IoTapplicationhasbeenmodelledusingBPMNmodellingandsimulationtoolasafirstlevel
requirementsgatheringwhichispresentedinsection3.2.

Figure 5. CPS-IoT Requirements Engineering Classification of Services
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Process Points Estimation
Wealsoneedtoestimatethecomplexityofservicelevelrequirementsandtherehavebeenseveral
approaches such as use case points (UCP) method discussed in (Kusumoto, Matukawa, Inoue,
Hanabusa,&Maegawa,2004),userstoriespointestimationmethodinAgileProjectsaspresented
by(Hamouda,2014)andtheyhavealsoproposedasetofvaluesfortechnicalcomplexityfactors
andEnvironmentalComplexityFactorsdependingonthenatureofapplicationssuchasdistributed
computing,reusability,etc.,andservicepointestimationmethodinSOAbasedprojectspresented
by(Gupta,2013).ThispaperproposesaconceptofprocesspointssinceSEF4CPSIoTrecommends
theuseofBPMNmodellingandsimulationtomodelfirstlevelrequirementsandtovalidatecost,
resource,andperformanceconstraintsandsmartcontractswhichcanbereusableintheproposedSOA
basedreferencearchitecturediscussedinthefollowingsection.Inthiscontext,thispaperproposes
amodifiedcloudCOCOMOmodelwithweightingforcloudcomputingprojectsare:a=2,b=2.1,
c=3,d=.2.Therefore,theeffortandcostestimationequationsare:

CPS IoT project effort applied EA a Process Points Human− ( ) = ×( )      Months( )  (1)

CPS IoT development time dt c Effort Applied Months
d

− ( ) = ×( ) ( )    (2)

Number of Service Development Engineers Required

Effort Ap

     

 = pplied EA Development Time dt( ) ( )/  
 (3)

Theequations1-3providecloudprojecteffortandcostestimationsbasedonprocesspoints
whichisthesumofallworkflows(WF)dividedbythetotalnumberofBPMNprocessactivities(P):

ProcessPoints=
0

N

WF∑ /
0

N

P∑ X(TechnicalComplexityFactors(TCF))X(Environmental

ComplexityFactors(ECF)) (4)

ModifiedformofTechnicalComplexityFactorsforserviceandcloudcomputingapplications
arepresentedinTable2.

ThemodifiedformofEnvironmentalComplexityFactors(ECF)ispresentedinTable3.
Tables2and3provideaclearestimationtechniquewhichismoresuitableforserviceandcloud

computing.TheexampleBPMNmodelforadatastreamingserviceapplicationispresentedinthe
section3.21.Aspartof theSEF4CPSIoT framework, the following sectionpresents a reference
architectureforCPSandIoTapplicationswhichprovidestherequiredstandardizationoftheservice
applicationdevelopment&deploymentinareal-worldsetting.

CPS-IoT Reference Architecture
Systematicapproachtointegratingvalidatedrequirementsintothedesignisoneofthebestpractices
of software engineering approach. The proposed design approaches include UML component
models, and soaML models for service contracts and architectural design. In order to create an
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architecturaldesignthatreflectsCPS-IoTservices,weneedtoidentifyastandardarchitecturewhich
isapplicableacrossallsmartapplicationslikesmartcities,smarttransportations,etc.andisknown
asareferencearchitecture.Therefore,thereferencearchitecturehasbeenevolvedforstandardising
smartapplicationswithCPS-IoTdevicesbasedonaSEF-SCCframeworkwhichhasbeendeveloped
forbigdatadrivenlargescalecloudapplications.CPS-IoTArchitecturedesignis thekeyaspect
oftheproposedSEF4CPSIoTanditprovidesalayeredstructure.Ourearlierworkinthisareahas
developedareferencearchitectureforserviceandcloudcomputingknownasSoftwareEngineering
FrameworkforServiceandCloudComputing(SEF-SCC)(Ramachandran,2018).Thispaperhas
customisedtheSEF-SCCforCPS-IoTapplicationswhichisshowninFigure6.

AsshowninFigure6,REF4CPSIoThasbeenstructurednamely:thebottomlayerisknownas
CPS-IoTDataSourcelayerwhichcatersforallsensoryandGPSdatafromCPS-IoTdevices;followed
byCPS-IoTsmartservicebusforconnectingdataandtransferring,routingservices;followedby

Table 2. Technical Complexity Factors for service and cloud computing applications

Metric Description Weight

TCF1 CloudComputing(newfactor
introduced)

3

TCF2 DistributedSystem 2

TCF3 Responseorthroughputperformance
objectives

1

TCF5 Enduserefficiency(Online) 1

TCF6 Complexinternalprocessingservices 1

TCF7 Reusableservices 1

TCF8 Easytoinvokeaservice 0.5

TCF9 Easytouseandcomposenew
services

0.5

TCF10 VendorAgnosticServicesandMulti-
CloudandCloudFederationSupport

2

TCF11 Easytochangeserviceinterfaces 1

TCF12 Concurrentandparallelalgorithm
supportedservices

1

TCF13 BuildSecurityIn(BSI) 1

TCF14 BuildTrustIn(BTI) 1

TCF15 BuildPrivacyIn(BPI) 1

TCF16 BuildResiliencyIn(BRI) 1

TCF17 APISupport(Providedirectaccess
forthirdparties)

1

TCF18 Gooddocumentationandsoftware
engineeringartefacts(requirements,
design,andtestdataavailable
publically)

1

TCF19 Specialusertrainingfacilitiesare
required

1

TCF20 BPMNmodellingandsimulation
usedtoverify&validateservice
requirements

1
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Figure 6. Reference Architecture for CPS-IoT (REF4CPSIoT) Applications

Table 3. Environmental Complexity Factors (ECF) for Service and Cloud Computing

Metric Description Weight

ECF1 FamiliarwithBPMNmodellingand
simulation

1

ECF2 FamiliarwithUMLcomponent
Modelling

1.5

ECF3 FamiliarwithsoaML 1.5

ECF4 FamiliarwithServiceandCloud
ComputingTechnologies

2

ECF5 ServiceApplicationExperience&
KnowledgeoftheDomain

1

ECF6 Service-OrientedProgramming
experience

1

ECF7 Leadbusinessanalystcapability 1

ECF8 ProjectManagement&Agile
Practicescapabilitywithinthe
organisation

0.5

ECF9 OrganisationalMotivation&
CollectiveOwnershipcapability

2

ECF10 Business&Requirementsstability
&scope

2

ECF11 LeadsoftwareandserviceEngineers
capability&skillslevel

-1to+2(lowtohigh)
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NetworkLayer;followedbyMiddlewarelayer;followedbyApplicationlayer;followedbyabusiness&
coordinationlayeratthetop.However,thispaperalsoproposesamethodforvalidatingandverifying
CPS-IoTservicesbasedonthereferencearchitecturemappingusingBusinessProcessModelling&
SimulationwhichispresentedinthefollowingsectiononvalidatingREF4CPSIoT.

3.2.1. Validating Reference Architecture With Business Process Modelling and Simulation
BusinessProcessModellingNotation(BPMN)allowstogatherandvisuallymodelhighlevelbusiness
requirementsanditallowsustosimulateforvalidatingperformance,cost,andresourcerequirements
aspresentedintheSEF4CPSIoTframework.BPMNmodellingandsimulationallows:

• Visualandsimplesetofnotationswhichiseasytomodelbusinessrequirementsearly
• Easytolearnandmodel
• Simulationprovidesopportunitytovalidatetherequirementselicitationprocess
• Anumberofopen-sourcetoolsavailablesuchasBonitaSoft,VisualParadigm,Bizaghi,etc.

Figure7showsasimplemodelforasmartdatastreamingdatascienceapplicationpresented
in theSEFreferencearchitecture layers representedaspools (apool isagraphicalcontainer for
partitioningasetofactivitiesfromotherpools,inthisapplication,thepoolisnamedasthereference
architectureforCPSandIoT)andlanes(isasub-partitionwithinapoolandcanbeusedtorepresent,
forexample,roles,departments,locationsordifferentorganisations.Inthisapplication,lanesareused
torepresentarchitecturallayerssuchasInfrastructure,SmartServiceBus,Middleware,&Application
LayersrepresentingtheSEFReferenceArchitectureforCPS-IoT)intheBPMNmodellingtool.The
toplayeristheCPS-IoTDataSourceInfrastructurelayerwhichcollectsdatafrommultipleCPSand
IoTdevicesindistributedlocations.Thebusinessprocessstartswithagreenfilledcirclerepresents
aneventtriggerfollowedbyanumberofbusinessactivitiessuchasdecisionmaking(DataLocator)

Figure 7. BPMN Modelling View for REF4CPSIoT Smart Data Streaming Application
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passedontothreesinglebusinessprocessessuchasAnalyticData,WebServiceData,andReal-Time
Data.Inthistoplayerofthismodel,wecanalsocalculateprocesspointsastherearethreePP.

Similarly, the following architectural layer is known as the CPS-IoT Smart Service Bus
whichconsistsoffourprocesspointsorprocessscenariosoralsoknownaspathways.Thelayer
belowisknownasCPS-IoTMiddlewareandDataPresentationLayerwhichconsistsoftwoPPs,
and finally,CPS-IoTApplication&BusinessLayerwhich is the top layer in thepresentedSEF
referencearchitectureforCPSandIoTapplications.Thislayerisresponsiblefororchestratingand
choreographingnewbusinessservices.

Oncethemodelischeckedforsyntacticallycorrect,allBPMNtoolsdothisautonomously.The
nextstepistoinputsimulationparametersforallbusinessactivities,mostlyintheformofeffort&
costrequiredtocompletethetasksandtheselectsimulationviewtoseethelivesimulationofthe
modelledBPMNprocessesasshowninFigure8.

Forconvenienceandreadability,theresourceutilizationgraphhasbeenre-presentedinFigure9.
AsshowninFigure9,theBPMNsimulationresultsshowtheresourceutilizedforthisapplication

into a numberof categories such asCPS-IoTEngineers required is shown inblue (90%)which
showsitremainsahumanresourceintensivesinceallservicesarebeingmonitoredandanalysedfor
datapredictionsbyCPS-IoTengineers.Italsoshowstheusehighlevelofservicerepositorywhen
composingnewservicesupto95%shownindarkblue.

3.2.2. Service Component Model for CPS and IoT Systems
TheemergenceofIoT’smainpurpose is tobehighly interoperableandbeingable toconnect to
smartobjects,virtualobjects,non-deterministicnetworkenvironment,etc.Thiscanonlybeachieved
withsuchahighdegreeofinteroperabilityisbydesignCPS-IoTsystemsonwebservicesandSOA.
Therefore,thispaperhasdevelopedaservicecomponentmodelbasedontheIoTrequirementsnow
andinthefuturewhichispresentedinFigure4.

AsshowninFigure10,theservicecomponentmodelprovidestwotypesofinterfacesthatrequire
servicesshownassemi-arcforaccessinginputfromwirelesssensor(IWSN),sensordata(ISensorData),
actuatordata(IActuator),andenvironmentaldatasuchaslocationservices(IEnvLocData).There
areanumberofproviderserviceswhichthiscomponentmodelofferstoconnecttootherservices
forcomposingverycomplexapplications.TheseareIdataAnalytics,ISecurity(asetofattributesfor

Figure 8. BPMN Simulation View for REF4CPSIoT Smart Data Streaming Application
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handingsecuredservicesintheeventofanyintrusion),IWebServerandICloudServer(connecting
towebservicesandcloudservices).

INTEGRATEd SECURE ANd PRIVACy dRIVEN CPS-
IoT SERVICE dEVELoPMENT PARAdIGM

Theabovediscusseddrawbacksandrequirementsforaconcisemethod,leadustodevelopamodel
thatintegratesvariousactivitiesofidentifyingandanalysingsoft-waresecurityengineeringintothe
softwaredevelopmentprocess,andthisnewprocessanditsactivitiesisshowninFigure11.However,

Figure 9. BPMN Graphical Results on Resource Utilisation for REF4CPSIoT Smart Data Streaming Application

Figure 10. Service Component Model for CPS and IoT Systems



International Journal of Hyperconnectivity and the Internet of Things
Volume 5 • Issue 1 • January-June 2021

18

thispaperfocusesononlysoftwaresecurityrequirementsspecificactivities.Accordingtothismodel,
SSRE(softwaresecurityrequirementsengineering)consistsofidentifyingstandardsandstrategiesof
theorganisationwithregardstorequirementselicitation(includinganalysis,validation,verification),
conductingriskmanagementandmitigation,andidentifyingsoftwaresecurityrequirementsconsists
ofafurthersub-processesofdefiningsecurity,identifyingsecuritystrategies,conductingareasand
domainscopeanalysis,businessprocessmodelingandsimulation,identifyingsecurityissues,applying
usecasesandmisusecases,attackpatterns.

Likewise,thismodelalsoprovidessecurity-specificprocessesforidentifyingsecuritythreats
duringdesign,development,testing,deployment,andmaintenance.Therearenumerousgooddesign
principlesthatcanbefoundinthevastmajorityofsoftwaredesignliterature.However,thefollowing
isalistofsomeofthekeydesignprinciplesthatarehighlyrelevanttosoftwaresecuritydesignand
arepartofourIS-SDLCmodel:

• Principlesofleastprivilegestatestoallowonlyaminimalsetofrights(privileges)toasubject
thatrequestsaccesstoaresource.Thishelpstoavoidintentionalorintentionaldamagethatcan
becausedtoaresourceincaseofanattack.

• Principlesofseparationofprivilegestatesthatasystemshouldnotallowaccesstoresources
basedonasingleconditionrather itshouldbebasedonmultipleconditions thathave tobe
abstractedintoindependentcomponents.

• DesignbyincorporatingknownCommonVulnerabilityExposures(CVE,https://cve.mitre.org/).
• Designforresiliencetodeveloparesiliencemodelwhichsupportssystemsustainabilityalongside

withBuildingTrustandSecurityin(BTSI).
• Select software security requirements after performance simulation using BPMN (Business

ProcessModellingNotation)andisdescribedindetailbyRamachandran.

Figure 11. Integrated secure and privacy service systems development engineering life cycle (IS-SSDLC)
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SSREactivitiesinourIS-SDLCsupportssecurityinsoftware-definednetworking(SDN),Cloud
computingservices(Softwareasaservice(SaaS),PlatformasaService(PaaS),andInfrastructure
asaService(IaaS),Enterprisesecurityincludescloudserviceprovidersandserviceconsumers,and
designforsecurityprinciplesandtechniques.Thistheuniquecontributionofthismodelandforthe
bodyofknowledgeinsoftwaresecurityresearch.

FUTURE RESEARCH dIRECTIoNS

ThisarticlehaspresentedourapproachtodevelopingcloudservicesforCPSandIoTapplications
systematicallywiththeuseoftheSoftwareEngineeringFrameworkforCPSandIoTdrivenlargescale
servicessuchassmartcities,smarthome,smarttransportation,etc.Wehavedevelopedanumber
ofsecurity-specificcomponentsthatcanbereusedandcustomisedbecausetheyarecomponents
withmessageinterfaces.Wehavealsodevelopedanumberofbusinessprocesseswithsimulation
topre-informusabouttheirperformancesandsecuritymeasuresthatcanbetakenbeforeservice
implementationanddeployment.Aswediscussedinthisarticle,tomakecloudcomputingasanew
technologicalbusinessmodelthatishighlysuccessful,profitable,andsustainable,weneedtoensure
cloudsecurityandprivacycanbemaintainedandtrusted.Therefore,mostofthefutureresearchwill
focusmainlyoncloudsecurity-relatedissues,inparticular,someofthemareasfollows:

• CPSandIoTwithCloudComputing.
• CPSandIoTDevelopment,ToolsandTechniques.
• CPSandIoTwithBigDataAnalytics.
• CPSandIoTwithSecurityissues.
• Controlofcloudresourceswhereitisbeingusedandsharedandtheirphysicalsecurityifthis

isahardwareresource.Inotherwords,security concerned with sharing resources and services.
• Seizureofacompanybecause ithasviolated the local legislationrequirement.Concernsof

client’sdatawhenithasalsobeenviolated.Therefore,forensicinvestigationofcloudservices
andclouddatarecoveryandprotectionissueswilldominatemuchofthefutureresearch.

• Consumerswitchingforpricecompetition.Storageservicesprovidedbyonecloudvendormay
beincompatiblewithanothervendor’sservicesifauserdecidestomovefromonetotheother
(forexample,MicrosoftcloudiscurrentlyincompatiblewithGooglecloud).

• Securitykeyencryption/decryptionkeysandrelatedissues.Whichisasuitabletechniquefora
specificservicerequestandforaspecificcustomerdata?Whoshouldcontrol?Consumersor
providers?

• Cloudservicedevelopmentparadigm.Whatisthesuitabledevelopmentparadigmforthistype
ofbusiness-drivendeliverymodel?

• CPSandIoTServicesecurityvs.cloudsecurityvs.datasecuritywilldominatemostof the
futureresearch.

• CPSandIoTPrivacyrelatedissues.Whocontrolspersonalandtransactionalinformation?
• Auditandmonitoring:Howdowemonitorandauditserviceproviderorganizationsandhow

doweprovideassurancetorelevantstakeholdersthatprivacyrequirementsaremetwhentheir
PersonallyIdentifiableInformation(PII)isinthecloud?

• EngineeringCPSandIoTcloudservices.Howdowedevelop,test,anddeploycloudservices?
Canwecontinuetofollowtraditionalmethodsandprocesses?

• Businessprocessmodelling integratedwithcloudservicedevelopmentwillemergeandcan
addressbusiness-relatedissues.

• Integratingdatasecurityaspartofthesystems,software,andservicesengineeringprocesses.
• Applicationssuchassmartcities,smarttransportation,smartgrid,smarthome,etc.
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CoNCLUSIoN

CPS,IoT,andCloudcomputinghaveestablisheditsbusinessesandprovidingservicesforconnected
devices.However,thisnewtrendneedstobemoresystematicwithrespecttosoftwareengineeringand
itsrelatedprocesses.Forexample,currentchallengesthatarewitnessedtodaywithcybersecurityand
applicationsecurityflawsareimportantlessonstobelearned.Italsohasprovidedbestpracticesthat
canbeadapted.Similarly,asthedemandforCPS,IoT,andcloudservicesincreasesandsoincreased
importancesoughtforsecurityandprivacy.WecanbuildCPS,IoT,andcloudapplicationsecurity
fromthestartofcloudservicedevelopment.CPS,IoT,andCloudcomputingaremulti-disciplinary
that include social engineering, software engineering, software security engineering, distributed
computing,andserviceengineering.Therefore,aholisticapproachisneededtobuildservices.We
needtousetheestablishedarchitecturalandservicecomponentmodelthathasbeenprovenoverthe
yearsinmanyapplications.
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