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ABSTRACT

Cyber-physical systems (CPS) have emerged to address the need for more efficient integration of 
modern advancement in cyber and wireless communications technologies such as 5G with physical 
objects. In addition, CPSs systems also needed to efficient control of security and privacy when we 
compare them with internet of things (IoT). In recent years, we experienced lack of security concerns 
with smart home IoT applications such as home security camera, etc. Therefore, this paper proposes 
a systematic software engineering framework for CPS and IoT systems. This paper also proposed 
a comprehensive requirements engineering framework for CPS-IoT applications which can also be 
specified using BPMN modelling and simulation to verify and validate CPS-IoT requirements with 
smart contracts. In this context, one of the key contribution of this paper is the innovative and generic 
requirements classification model for CPS-IoT application services, and this can also be applied to 
other emerging technologies such as fog, edge, cloud, and blockchain computing.

Keywords
Cyber-Physical Systems, Internet of Things, IoT Architecture, Secure Software Engineering Framework for 
Cyber-Physical and IoT Systems (SSEF4CPSIOT)

INTRODUCTION

Cyber-Physical Systems (CPS) and the Internet of Things (IoT) is on the rapid increase as the demand 
for such applications is growing exponentially. There is a very strong reason for connecting three 
technologies such as CPS, IoT, and Cloud as the first two are connected to a cloud for receiving and 
analysing data. Cloud computing has emerged to provide a more cost-effective solution to businesses 
and services while making use of inexpensive computing solutions that combines pervasive, Internet, 
and virtualisation technologies. Cloud computing has spread to catch up with another technological 
evolution as we have witnessed Internet technology which has revolutionised communication and 
information superhighway. Cloud computing is emerging rapidly and software as a service paradigm 
is increasing its demand for more services. However, this new trend needs to be more systematic with 
respect to developing secure software engineering and its related processes such as requirements, 
design, development, and test. For example, current challenges that are faced with cybersecurity are: 
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application security flaws and lessons learned which can all be applied when developing applications 
for CPS and IoT systems. Similarly, as the demand for cloud services increases and so increased 
importance sought for security and privacy. Cloud service providers such as Microsoft, Google, 
Salesforce.com, Amazon, GoGrid are able to leverage cloud technology with a pay-per-use business 
model with on-demand elasticity by which resources can be expanded or shortened based on service 
requirements. CPS and IoT combined have great potential to evolve new applications such as smart 
homes, smart cities, smart roads, smart transports, smart grids, etc. Let us take, smart home which can 
connect several devices such as smart home security cameras, smart home monitoring systems with 
machine learning to predict abnormalities, smart detection sensors to detect movement in the house 
when you are away, smart speakers such as Alexa, Google Home, and Siri, smartphone apps connected 
to home energy supply, smart kitchen utensils such as smart fridge, smart dishwasher, smart oven, 
smart heating systems, smart radiator valve, etc. However, existing work on smart home applications 
by Varghese & Hayajneh (2018), Hu, Yang, Lin, & Wang (2020), & Yassein, Hmeidi, Shatnawi, 
Mardini, & Khamayseh (2019) reported that “the current security mechanisms are insufficient as 
developer mistakes cannot be effectively detected and notified due to lack of applying systematic 
software development principles”.

There are varying definitions and understanding of these two terms found in the literature as 
follows:

Alur (2015) defines CPS as:

A CPS system is defined as a system consists of computing devices communicating with one another 
and interacting with the physical world via sensors and actuators. Examples of such systems include 
smart buildings to medical devices to automobiles. 

Whereas (Lin, 2017) defines a CPS system as the interactions between cyber (means sensing, 
computing, and communicating using current technologies such as Bluetooth, Wifi, etc.) and physical 
components and also aims to monitor and control the physical components (external world). 

McEwen and Cassimally (2014) defines IoT as:

An IoT system consists of any physical objects contains controllers, sensors, and actuators that are 
connected with the Internet. Examples of such systems include any devices capable of sending and 
receiving data through the internet such as internet-enabled washing machines, dishwashers, etc.

Whereas (Lin, 2017) defined IoT as a networking infrastructure to connect a massive number of smart 
devices and to monitor and control devices and IoT forms a horizontal layer support for a vertical layers 
of CPS connecting a range of applications such as smart city services requires smart transportation, 
smart energy, smart weather forecasting, smart grid, and smart government councils, etc.

In addition, (Ray, 2018) provides a more systematic review of IoT architectures consisting of 
components of IoT devices such as connectivity, memory interfaces, processor, graphics, audio and 
video interfaces, storage interfaces, and i/o interfaces (sensors, actuators, etc.) and also discusses 
Gartner’s prediction of 25 billion devices will be connected to the internet by 2020 which is the 
current year and it has been a true prediction and still continue to grow rapidly.

Since all CPS and IoT devices are connected via various communication channels and are streaming 
data enormously to a cloud which enforces the use of big data analytics platforms to analyse to make 
decisions on smart applications. In this context, (Ahmed et al., 2017) discuss the convergence of big 



International Journal of Hyperconnectivity and the Internet of Things
Volume 5 • Issue 1 • January-June 2021

3

data, analytics techniques, and the role of big data analytics in IoT applications as it streams huge 
volumes of data. 

Likewise, (Faisal, Abdullah, & Sajjan, 2018) propose five layers architecture model for IoT devices 
such as perception layer (lowest) which provides support for QR, RFID, and wearables devices, 
followed by Network Layer which provides support for EPC, IPv6, ZigBee, Z-Wave, IPSec, and RPL, 
followed by Middleware Layer which provides support for CoAP, MQTT, supporting Fog and Cloud, 
service discovery module by mDNS, Physical Web, and the layer above is the Application layer which 
provides support for shipments tracking, smart grids, smart homes, smart transport, and smart cities, 
and the layer above is known as a Business layer which supports SensorML, and Big Data Analytics 
Platforms such as Apache Spark.

In other words, IoT can also be defined as the network of physical objects or things that are built 
or embedded with sensors, actuators, software, and connect via the internet which enables these objects 
to collect and exchange data. Their difference between the CPS and IoT needs to be clarified as the 
applications being deployed over the years. First of all, let us look at a precursor is known as Embedded 
systems which have been successfully deployed in wider areas such as aerospace, manufacturing, 
chemical processes, civil infrastructures, etc. The key difference between the CPS and Embedded 
system is the inter-connectivity of these networked physical objects whereas IoT often not embedded 
but interact with physical world objects. A wireless sensor network can be mounted around a river to 
receive and exchange data amongst them to calculate any abnormal level of river overflow to avoid 
any natural disasters in the region. Therefore, the security of the CPS and IoT systems are paramount 
to our research as well as their data has been secured.

Currently, security-related flaws are being found on a daily basis that are fixed by adding security 
patches. This is simply an unacceptable paradigm for the sustainability of cloud computing. Therefore, 
we need to develop and build cloud services with build-in security of services (SaaS, PaaS, IaaS), 
data centers, and cloud servers. The key technical challenges are security and privacy in handling 
large scale smart applications.

In this context, one of the main purposes of this study is to identify a systematic framework that 
supports software engineering principles that have been successful for the past fifty years or so and 
to customize them for the emerging technologies and applications of ‘Things’. This article aims to 
articulate a key set of research problems and questions that need to be addressed and requires further 
research in this area. The research methodology used for this study is the quantitative and experimental 
method using BPMN modelling and simulation to validate and verify the proposed requirements 
engineering framework and a reference architecture for CPS-IoT applications.

This article aims to provide a number of techniques and methods for developing cloud services 
systematically with build-in security. It will also cover a range of system security engineering 
techniques that have been adopted as part of a cloud development process. A number of examples 
of scenarios have chosen from Amazon EC2, to illustrate with, emerging cloud system security 
engineering principles and paradigm (Ramachandran, 2013 & 2014). This real-world case study has 
been used to demonstrate the best practices on business process modelling and component-based 
design for developing cloud services with Build Security In (BSI). BSI techniques, strategies, and 
processes presented in this article are general systems security principles and are applicable both 
in a cloud environment and a traditional environment (non-cloud environment). The significant 
contribution of this research is to illustrate the application of the extended system security method 
known as SysSQUARE to elicit security requirements, to identify security threats of data as well as 
integrating build-in security techniques by modelling and simulating business processes upfront in 
the systems development life cycle.

This article contributes to the foundations of CPS and IoT and how together is needed for large 
scale secure applications such as smart cities, smart homes, smart transportation, smart health, smart 
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e-Gov, and smart living. However, smart applications need to address the issues of security and privacy 
with a systematic approach to creating sustainable smart applications that pose a high level of personal 
and private data such as smart health and smart living. In particular, this paper makes a significant 
contribution to secure software engineering framework for CPS and IoT driven applications. This 
paper structured out into five sections: Section 1 Introduction provides the key definitions and terms 
used in CPS and IoT; Section 2 provides a background literature survey on CPS-IoT architecture and 
applications and critical evaluation of the approaches; Section 3 provides a secure software engineering 
framework for CPS and IoT applications; Section 4 proposes an integrated approach to secure service 
development paradigm and also provides a service component model for CPS and IoT applications, 
and final Section 5 provides future research directions.

BACKGROUND

Legacy applications have complex interconnections and are connectionless. For example, a sales 
manager needed to access a real-time stack on the mainframe applications when travelling requires 
migrating to SOA. IoT (Internet of Things) has emerged to address the need for connectivity and 
seamless integration with other devices. However, there are potential challenges ahead of meeting 
the growing need for IoT based applications. This includes design and implementation challenges, 
various applications and connectivities such as smart objects and wireless sensor networks, data 
gathering, storing and analyzing in a cloud-based solution, and IoT Security and Privacy issues. 
Piayre and Seong (2013) discuss an IoT application for a wireless sensor network that is useful in 
emergency response systems. In addition, CPS systems have a much bigger impact on connected 
devices, therefore, it is important to understand the clear distinction between these two systems. 
Table 1 provides features against CPS and IoT systems which considers computational capacity, 
processing speed, storage capacity, multiple sensor capacity, multiple communication capabilities, 
mobility, distribution capability, programming, and architectural model that is suitable and secured.

As shown in Table 1 features such as there are high computational capacities and processing 
speed discovered in CPS than in IoT devices. There is also a high storage capacity discovered in 
CPS than in IoT devices. There are common multiple input and output sensors and GPSs, wireless 

Table 1. Features of CPS and IoT systems

Features Cyber-Physical Systems IoT

Significant computational capacity high low

Processing speed high low

Storage capacity medium low

Multiple sensory input/output devices, 
such as touch screens, cameras, GPS 
chips, speakers, microphone, light 
sensors, proximity sensors

√ √

Multi-communication connectedness 
using Wifi, GPS, 3-5G, Bluetooth, etc √ √

Mobility Mobile CPS Mobile

High-Level Programming Java Java

Distribution Mechanism (Apps Store, 
Play Store, etc) √ √

Architectural Design Model Layer Model, Event-Driven, Web 
Services Event-Driven, Web Services
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communication technologies, and the mobility found in both CPS and IoT devices. Meanwhile, there 
are plenty of development platforms and tools are available and are supported as a service to the 
cloud for distributed applications. However, there is a lack of standardization of architectures and 
hence this paper has proposed a reference architecture model for CPS and IoT Applications which 
can be integrated to other technologies such as fog, edge, cloud, and blockchain as this integration 
is needed for large scale applications such as smart cities which requires smart transportation, smart 
roads, smart grids, smart home, smart living, etc.

CPS and IoT Architectural Design Characteristics: Functions vs. Attributes
Design of software architecture for CPS and IoT systems is the key to achieving long term goal of 
building a sustainable service which is secure and available. There are numerous characteristics that 
are expected from such devices and their services. Figure 1 shows a five-layer model for CPS and 
IoT architectural layers and their properties. The layers are connection layer 1 (providing plug & 
play capability as shown at the bottom of the triangle), data analytics layer 2, data mining layer 3, 
presentation/Cognitive layer 4, and finally a configuration layer 5 (as shown at the top of the triangle 
providing self configurability and composability of services and devices).

IoT has emerged to address connecting everything possible around us and get real data on 
behaviour otherwise would have not been possible. It all started with RFID technology in the early 
part of 2000 introduced in the retail market to as product id-tags, in 2010 the technology has been 
applied to surveillance, healthcare, security, transport, food safety, by 2020 the technology will be 
used in locating people, products, collecting data on every object, further on it will be applied in 
teleoperations and telepresence, virtual world, touch and feel, and ability to touch, monitor, and 
control remote objects, etc.

There are several applications of smartness with the use of the internet and communications 
technologies such as wireless and data transfer protocols such as 5G and 6G. The smart applications 

Figure 1. CPS and IoT Architectural Design Characteristics
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are expected to emerge in combination with cloud, IoT, CPS, Blockchain, etc. The main purpose of 
these emerging smart applications is to improve the quality of life of people and their environment 
with the use of ICT. Some of them are Smart Home, Smart City, Smart Vehicle, Smart Road, Smart 
Transport, Smart Grid, Smart e-Gov, Smart e-Voting, Smart Land Registry, Smart Waste Management, 
Smart healthcare, Smart Traffic Control, Smart Environment Control, Smart Disaster, and Emergency 
Management, Smart Energy, Smart Air Pollution Control, etc. Let us mainly consider some of 
the key challenges emerging from smart applications. Firstly, smart home poses several technical 
research challenges such as interoperability, self-management, maintainability, signaling, bandwidth, 
and power consumption (Yassein et al., 2019). Similarly, (Hakak, Khan, Gilkar, Imran, & Guizani, 
2020) have studied the requirement for the use of blockchain technology for smart city applications 
include security, privacy, fast processing of transactions, and to build trust. Smart city applications 
also need to be energy efficient for sustainability for the environment when improving the quality of 
life (Voisin, 2019). Software Platforms have been critically evaluated by (Santana, Chaves, Gerosa, 
Kon, & Milojicic, 2017) and have proposed a reference architecture. However, existing studies have 
not been evaluated the proposed frameworks with proven methods.

The software platforms include SmartSantander, OpenIoT, Concinnity, Civitas, Gambas, 
OpneMTC, U-City, etc. and some of the major non-functional requirements for smart city platforms are 
interoperability, scalability, privacy, context awareness, adaptation, extensibility, and configurability 
(Santana et al., 2017). Their proposed reference architecture for smart city applications consists of 
four layers such as cloud & networking layer, Service & IoT middleware layer, followed by big data 
management layer, and at the top is the application layer. However, existing work has not proposed 
nor adopted any systematic software engineering approach to developing smart applications using a 
service-oriented paradigm by integrating the identified non-functional requirements from the beginning 
of the service development life cycle which is the main significance of this article. The existing 
reference architecture is specific to smart city and doesn’t seem to follow the concept of a service 
bust which is one of the key principles of service computing and is responsible for coordinating the 
communications amongst the layers following the smart contracts and non-functional requirements 
embedded into the smart development platforms.

The following section introduces a systematic approach to developing security-specific system 
requirements for building BSI right from the requirements phase of the system engineering life-cycle 
for IoT and CPS based applications.

SECURE SOFTWARE ENGINEERING FRAMEWORK 
FOR CPS AND IOT (SSEF4CPSIOT)

Current examples of UK cybersecurity attacks on businesses are devastating from the Carphone 
warehouse (a mobile phone sales business), TalkTalk (a telephone service provider), and Ashley 
Madison, a dating website where personal data. Ashford (2009) reports UK business spends 75% 
of the software development budget on fixing security flaws after delivering the product. This is a 
huge expenditure and it also creates untrustworthiness amongst customers. Andress (2011) provides 
an excellent literature survey on the basics of information security techniques. The cyclic security 
principles known as IAA is not limited pattern of solution for developing secure systems. There are 
other security concepts that form a pattern of solution known as CIA (Confidentiality, Integrity, 
and Availability). The CIA considers more towards how well we should design supporting those 
three characteristics of systems including software and services. In addition, Andress (2011) stated 
the concept of ParkerianHexad, which consists of six principles CIA (3) + PAU (3) (Possession or 
control, Authenticity, and Utility).

Traditionally, security has been added and fixed by releasing security patches on a daily basis by 
major software vendors. This practice needs to change by systematically identifying and incorporating 
system security right from requirements. This process is known as Building In Security (BSI). Readers 
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are urged to follow the work by McGraw (2004 & 2006) and Ramachandran (2011). This article 
contributes towards providing a system engineering process for developing and deploying cloud 
services systematically. It also provides a classification system for cloud security and cloud data 
security which are useful for developing and maintaining large scale systems with build in security. 
Finally, data security has been modelled and simulated using business process methodology. The 
results show effectiveness when we develop systems systematically with good systems engineering 
principles and tools. Therefore, our main recommendation towards building security in (BSI) strategy 
is to follow one of our guidelines/recommendations:

The aforementioned processes and classification, security principles, and security attributes can be 
used as a framework for capturing security-specific requirements supporting BSI focus by Systems 
and Software Engineers. In other words, Security requirements = principles of CIA + PAU.

Allen et al. (2008) state that one of the main goals of Software Security Engineering is to address 
software security best practices, processes, techniques, and tools in every phase and activities of any 
standard software development life cycle (SDLC). The main goal of building secure software which 
is defect-free and better built with:

•	 Continue to operate normally in any event of attacks and to tolerate any failure
•	 Limiting damages emerging as an outcome of any attacks triggered
•	 Build Trust & Resiliency In (BTRI)
•	 Data and asset protection

In other words, secure software should operate normally in the event of any attacks. In addition, 
it involves the process of extracting security requirements from overall system requirements (includes 
hardware, software, business, marketing, and environmental requirements) and then also further refined 
and extracted CPS and IoT security and software and services security requirements gathered for the 
required CPS and IoT applications. Then the refined CPS and IoT requirements can be embedded 
and traced across the software development life cycle (SDLC) phases such as requirements, design, 
development, and testing. This has not explained well in the current works of literature so far. Therefore, 
this paper has proposed a systematic Software Engineering Framework for CPS and IoT Applications 
(SEF4CPS-IoT) as shown in Figure 2 and it provides a clear definition of eliciting and integrating 
security, privacy, and trust requirements across the development lifecycle.

As shown in Figure 2, SEF4CPSIoT consists of a number of phases in the framework namely: 
Secure RE with SysSQUARE method and BPMN modelling and simulation; Design CPS-IoT services 
with UML components and with SoaML (an extended UML design model specifically developed 
for services-orientation); Tools such as Raspberry Pi, WSNs, Fog, Edge, Cloud, & Blockchain, 
Siemen’s MindSphere IoT, Microsoft Azure IoT, and Amazon AWS/Greengrass; CPS-IoT Applications 
include but not limited to CPS-IoT Data Processing as a Service, CPS-IoT Storage Management as 
a Service, CPS-IoT Energy Management, CPS-IoT Service Delivery, Service Security and Privacy 
Protection, CPS-IoT Smart City, CPS-IoT Smart Grid, CPS-IOT Smart Transportation, CPS-IoT 
Smart E-Government, Smart Home, etc.; CPS-IoT Adoption Models; and approaches to Evaluation 
& Applications.

Secure requirements engineering process and method with extended sysSQUARE and in addition 
it proposes a BPMN modelling and simulation for verification and validation of real-world CPS-IoT 
applications.

Capturing and identifying requirements for security explicitly is one of the challenges in software 
engineering. Often security is considered as one of the non-functional requirements which have been 
considered as constraints identified during and after the software has been developed and deployed. 
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However, it has an impact on the functionality of the system. Therefore, we need to be able to specify 
security requirements explicitly throughout the security-specific life-cycle phases as part of achieving 
BSI (security requirements, design for security, security testing & securability testing).

Secure Requirements Engineering for CPS and IoT With SysSQUARE
Cloud computing has emerged to address the needs of the IT cost-benefit analysis and also a revolution 
in technology in terms of reduced cost for Internet data and speed. Therefore, the demand for securing 
our data in the cloud has also increased as a way of building trust for cloud migration and to benefit 
business confidence in the cloud technology by cloud providers such as Amazon, Microsoft, Google, 
etc. Therefore, we also want to make sure our BSI model and strategies are applicable to cloud services 
as well as traditional systems. Figure 3 shows a model to structure cloud security attributes to develop 
and integrate BSI across the system development life-cycle.

The CPS and IoT security attributes shown in Figure 3, are essential and useful to understand 
non-functional aspects of services development and service provision. These attributes are also useful 
for building BSI and maintaining security. As shown in the figure, protecting and securing CPS and 
IoT systems requires energy-efficient algorithms, efficient data allocation and retrieval algorithms, 
and a high level of data security using encryption and decryption efficient algorithms. The service 
availability of these systems is a priority requirement, and often these systems can be developed using 
readily available APIs such as Google map API, weather forecast APIs, Facebook APIs, Twitter APIs. 
For example, one could use an IoT to monitor physical premises and send every data to a twitter 
account using those APIs so that relevant people will be alerted quickly.

Mead (2005) for the SEI’s (software Engineering Institute) has identified a method known 
as SQUARE (Secure Quality Requirements Engineering) which has been extended SysSQUARE 
(Systems Engineering SQUARE) towards systems security engineering method. The extended and 
modified sysSQUARE Requirements Engineering Framework is shown in Figure 4 which consists 
of ten steps starts with agreed definitions, followed by identify Build Security, Privacy, and Trust In 
(BSPTI) goals, develop BSPTI artifacts, perform risk assessments, identify and select a requirement 
elicitation technique, Elicit Security & Privacy Requirements, Categorise Security & Privacy 
Requirements, identify CPS-IoT Application’s Data Security & Privacy Requirements, Prioritise 
Security & Privacy Requirements, and finally Validate, Verify, and Inspect Security & Privacy 
Requirements using BPMN Modelling and Simulations Tool.

Figure 2. Secure Software Engineering Framework for CPS and IoT Applications (SSEF4CPSIOT)



International Journal of Hyperconnectivity and the Internet of Things
Volume 5 • Issue 1 • January-June 2021

9

Figure 3. CPS and IoT security attributes

Figure 4. sysSQUARE Requirements Engineering Framework for CPS-IoT Applications
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The extended method sysSQUARE consists of ten steps as follow:

•	 Agreed Definitions for CPS-IoT Applications: Which means to define a set of acronyms, 
definitions, and domain-specific knowledge needs to be agreed by stakeholders. This will help 
identify and validating security-specific requirements clearly by stakeholders

•	 Identify Build Security, Privacy and Trust In (BSPTI) Goals: Which means to clearly define 
what is expected of the system with respect to security by business drivers, policies, and procedures

•	 Develop BSTI Artefacts: Which means to develop scenarios, examples, misuse cases, templates 
for specifications, and forms

•	 Perform Risk Assessments: Which means to conduct a risk analysis of all security goals 
identified, conduct a threat analysis using any Threat Modelling Tools

•	 Identify & Select a Requirement Elicitation Technique: This includes systematic identification 
and analysis of security requirements from stakeholders in the forms of interviews, business 
process modelling and simulations, prototypes, discussion, and focus groups. As part of this 
phase, one has also to identify the level of security, cost-benefits analysis, and organisational 
culture, structure, and style

•	 Elicit Security and Privacy Requirements: Which includes activities such as producing 
security requirements document based security-specific principle structure as part of the goal 
of developing BSI earlier, risk assessment results, and techniques on requirements modelling 
with software tools such as business process modelling and simulations, threat modelling, and 
misuse cases, etc.

•	 Categorise Security & Privacy Requirements: This includes activities such as classifying 
and categorising security requirements based on company-specific requirements specification 
templates and to use our recommended security principles as this will help Systems Engineers 
to apply BSI and track security-specific requirements for validation & verification at all stages 
of the systems engineering life-cycle.

•	 Identify CPS-IoT Applications Data Security & Privacy Requirements: This includes 
activities on extracting and carefully identifying data security and relevant sub-systems such as 
data centres, servers, cloud VM, and software security, SQL security, and other types of security 
that are relevant to the data. This separation of concerns allows systems engineers to integrate, 
track, design, and develop data security as part of enterprise-wide systems development.

•	 Prioritise Security & Privacy Requirements: This includes activities of selecting and 
prioritising security & privacy requirements based on business goals as well as cost-benefit 
analysis.

•	 Validate, Verify, and Inspect Security & Privacy Requirements Using BPMN Modelling and 
Simulations Tool: Which means to conduct requirements validation process using requirements 
inspection and review meetings and to use business process modelling and simulation tools or 
any requirements engineering simulation tools to validate security and privacy requirements 
before the design and implantation of CPS-IoT services. This will provide well-proven security, 
privacy, trust requirements for a sustainable future of CPS-IoT driven smart applications.

According to the SysSQUARE model, the first phase starts with identifying security requirements 
that are achievable and agreed by all stakeholders who are involved in the process. The second 
step focuses mainly on developing a list of all possible security goals as part of the business and 
functional goals. Thirdly, to develop a list of artefacts that are needed to achieve those security goals. 
Fourthly, to conduct a detailed risk assessment for each security goal identified and assessed. Clear 
identification of requirements of the whole application system and extract security requirements. 
Interact with stakeholders to clarify security requirements and the technology they want to use, and 
cost implications. Categorisation and prioritisation of security requirements will help achieve realistic 
goals against business targets. For example, of a network system, we need to separate further two 
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categories of security requirements such as wired and wireless security systems. The SysSQUARE 
method elicitation of security requirements has been applied to study the behaviour of threat modelling 
for cloud data security which has been presented in the last section of this article.

This paper has also identified a generic classification framework for CPS-IoT services as shown 
in Figure 5 based on the identified characteristics as shown in Figure 3.

As shown in Figure 5, a generic requirements classification framework is necessary to standardize 
the identification of both functional services and non-functional service contracts in the modern era 
of emerging technologies such as fog, edge, cloud, and blockchain-based applications and are needed 
to be integrated for achieving modern large scale complex but smart applications as smart cities, etc. 
This RE framework is firstly divided into functional services and non-functional service contracts. 
The functional services are broadly classified into required services and new services that can be 
composed using the identified, developed, and deployed in a service repository for CPS-IoT driven 
applications which is one of the key aspects of this classification framework.

The non-functional services can be a number of simple and coordinated task type services and to 
design, develop, and deploy as smart contracts and therefore they are reusable services that can also 
be deposited in the service repository. They are mainly divided into resource management services, 
load balancing services, dependability and extensibility services, isolation, reliability, reusability, low 
latency, offloading, transferring & uploading services. In this context, one of the key features of this 
model is to address BSI, BPI, BTI as part of the dependability of smart services within all CPS-IoT 
based large scale applications. This follows on to the next phase in the SEF4CPSIoT framework is the 
reference architecture for designing services for CPS and IoT Applications. A sample data streaming 
CPS-IoT application has been modelled using BPMN modelling and simulation tool as a first level 
requirements gathering which is presented in section 3.2.

Figure 5. CPS-IoT Requirements Engineering Classification of Services
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Process Points Estimation
We also need to estimate the complexity of service level requirements and there have been several 
approaches such as use case points (UCP) method discussed in (Kusumoto, Matukawa, Inoue, 
Hanabusa, & Maegawa, 2004), user stories point estimation method in Agile Projects as presented 
by (Hamouda, 2014) and they have also proposed a set of values for technical complexity factors 
and Environmental Complexity Factors depending on the nature of applications such as distributed 
computing, reusability, etc., and service point estimation method in SOA based projects presented 
by (Gupta, 2013). This paper proposes a concept of process points since SEF4CPSIoT recommends 
the use of BPMN modelling and simulation to model first level requirements and to validate cost, 
resource, and performance constraints and smart contracts which can be reusable in the proposed SOA 
based reference architecture discussed in the following section. In this context, this paper proposes 
a modified cloud COCOMO model with weighting for cloud computing projects are: a = 2, b = 2.1, 
c = 3, d = .2. Therefore, the effort and cost estimation equations are:

CPS IoT project effort applied EA a Process Points Human− ( ) = ×( )      Months( ) 	 (1)

CPS IoT development time dt c Effort Applied Months
d

− ( ) = ×( ) ( )   	 (2)

Number of Service Development Engineers Required

Effort Ap

     

 = pplied EA Development Time dt( ) ( )/  
	 (3)

The equations 1-3 provide cloud project effort and cost estimations based on process points 
which is the sum of all workflows (WF) divided by the total number of BPMN process activities (P):

Process Points = 
0

N

WF∑ /
0

N

P∑  X (Technical Complexity Factors (TCF)) X (Environmental 

Complexity Factors (ECF))	 (4)

Modified form of Technical Complexity Factors for service and cloud computing applications 
are presented in Table 2.

The modified form of Environmental Complexity Factors (ECF) is presented in Table 3.
Tables 2 and 3 provide a clear estimation technique which is more suitable for service and cloud 

computing. The example BPMN model for a data streaming service application is presented in the 
section 3.21. As part of the SEF4CPSIoT framework, the following section presents a reference 
architecture for CPS and IoT applications which provides the required standardization of the service 
application development & deployment in a real-world setting.

CPS-IoT Reference Architecture
Systematic approach to integrating validated requirements into the design is one of the best practices 
of software engineering approach. The proposed design approaches include UML component 
models, and soaML models for service contracts and architectural design. In order to create an 
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architectural design that reflects CPS-IoT services, we need to identify a standard architecture which 
is applicable across all smart applications like smart cities, smart transportations, etc. and is known 
as a reference architecture. Therefore, the reference architecture has been evolved for standardising 
smart applications with CPS-IoT devices based on a SEF-SCC framework which has been developed 
for big data driven large scale cloud applications. CPS-IoT Architecture design is the key aspect 
of the proposed SEF4CPSIoT and it provides a layered structure. Our earlier work in this area has 
developed a reference architecture for service and cloud computing known as Software Engineering 
Framework for Service and Cloud Computing (SEF-SCC) (Ramachandran, 2018). This paper has 
customised the SEF-SCC for CPS-IoT applications which is shown in Figure 6.

As shown in Figure 6, REF4CPSIoT has been structured namely: the bottom layer is known as 
CPS-IoT Data Source layer which caters for all sensory and GPS data from CPS-IoT devices; followed 
by CPS-IoT smart service bus for connecting data and transferring, routing services; followed by 

Table 2. Technical Complexity Factors for service and cloud computing applications

Metric Description Weight

TCF 1 Cloud Computing (new factor 
introduced)

3

TCF 2 Distributed System 2

TCF 3 Response or throughput performance 
objectives

1

TCF 5 End user efficiency (Online) 1

TCF 6 Complex internal processing services 1

TCF 7 Reusable services 1

TCF 8 Easy to invoke a service 0.5

TCF 9 Easy to use and compose new 
services

0.5

TCF 10 Vendor Agnostic Services and Multi-
Cloud and Cloud Federation Support

2

TCF 11 Easy to change service interfaces 1

TCF 12 Concurrent and parallel algorithm 
supported services

1

TCF 13 Build Security In (BSI) 1

TCF 14 Build Trust In (BTI) 1

TCF 15 Build Privacy In (BPI) 1

TCF 16 Build Resiliency In (BRI) 1

TCF 17 API Support (Provide direct access 
for third parties)

1

TCF 18 Good documentation and software 
engineering artefacts (requirements, 
design, and test data available 
publically)

1

TCF 19 Special user training facilities are 
required

1

TCF 20 BPMN modelling and simulation 
used to verify & validate service 
requirements

1
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Figure 6. Reference Architecture for CPS-IoT (REF4CPSIoT) Applications

Table 3. Environmental Complexity Factors (ECF) for Service and Cloud Computing

Metric Description Weight

ECF 1 Familiar with BPMN modelling and 
simulation

1

ECF 2 Familiar with UML component 
Modelling

1.5

ECF 3 Familiar with soaML 1.5

ECF 4 Familiar with Service and Cloud 
Computing Technologies

2

ECF 5 Service Application Experience & 
Knowledge of the Domain

1

ECF 6 Service-Oriented Programming 
experience

1

ECF 7 Lead business analyst capability 1

ECF 8 Project Management & Agile 
Practices capability within the 
organisation

0.5

ECF 9 Organisational Motivation & 
Collective Ownership capability

2

ECF 10 Business & Requirements stability 
& scope

2

ECF 11 Lead software and service Engineers 
capability & skills level

-1 to +2 (low to high)
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Network Layer; followed by Middleware layer; followed by Application layer; followed by a business & 
coordination layer at the top. However, this paper also proposes a method for validating and verifying 
CPS-IoT services based on the reference architecture mapping using Business Process Modelling & 
Simulation which is presented in the following section on validating REF4CPSIoT.

3.2.1. Validating Reference Architecture With Business Process Modelling and Simulation
Business Process Modelling Notation (BPMN) allows to gather and visually model high level business 
requirements and it allows us to simulate for validating performance, cost, and resource requirements 
as presented in the SEF4CPSIoT framework. BPMN modelling and simulation allows:

•	 Visual and simple set of notations which is easy to model business requirements early
•	 Easy to learn and model
•	 Simulation provides opportunity to validate the requirements elicitation process
•	 A number of open-source tools available such as BonitaSoft, Visual Paradigm, Bizaghi, etc.

Figure 7 shows a simple model for a smart data streaming data science application presented 
in the SEF reference architecture layers represented as pools (a pool is a graphical container for 
partitioning a set of activities from other pools, in this application, the pool is named as the reference 
architecture for CPS and IoT) and lanes (is a sub-partition within a pool and can be used to represent, 
for example, roles, departments, locations or different organisations. In this application, lanes are used 
to represent architectural layers such as Infrastructure, Smart Service Bus, Middleware, & Application 
Layers representing the SEF Reference Architecture for CPS-IoT) in the BPMN modelling tool. The 
top layer is the CPS-IoT Data Source Infrastructure layer which collects data from multiple CPS and 
IoT devices in distributed locations. The business process starts with a green filled circle represents 
an event trigger followed by a number of business activities such as decision making (Data Locator) 

Figure 7. BPMN Modelling View for REF4CPSIoT Smart Data Streaming Application
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passed onto three single business processes such as Analytic Data, Web Service Data, and Real-Time 
Data. In this top layer of this model, we can also calculate process points as there are three PP.

Similarly, the following architectural layer is known as the CPS-IoT Smart Service Bus 
which consists of four process points or process scenarios or also known as pathways. The layer 
below is known as CPS-IoT Middleware and Data Presentation Layer which consists of two PPs, 
and finally, CPS-IoT Application & Business Layer which is the top layer in the presented SEF 
reference architecture for CPS and IoT applications. This layer is responsible for orchestrating and 
choreographing new business services.

Once the model is checked for syntactically correct, all BPMN tools do this autonomously. The 
next step is to input simulation parameters for all business activities, mostly in the form of effort & 
cost required to complete the tasks and the select simulation view to see the live simulation of the 
modelled BPMN processes as shown in Figure 8.

For convenience and readability, the resource utilization graph has been re-presented in Figure 9.
As shown in Figure 9, the BPMN simulation results show the resource utilized for this application 

into a number of categories such as CPS-IoT Engineers required is shown in blue (90%) which 
shows it remains a human resource intensive since all services are being monitored and analysed for 
data predictions by CPS-IoT engineers. It also shows the use high level of service repository when 
composing new services up to 95% shown in dark blue.

3.2.2. Service Component Model for CPS and IoT Systems
The emergence of IoT’s main purpose is to be highly interoperable and being able to connect to 
smart objects, virtual objects, non-deterministic network environment, etc. This can only be achieved 
with such a high degree of interoperability is by design CPS-IoT systems on web services and SOA. 
Therefore, this paper has developed a service component model based on the IoT requirements now 
and in the future which is presented in Figure 4.

As shown in Figure 10, the service component model provides two types of interfaces that require 
services shown as semi-arc for accessing input from wireless sensor (IWSN), sensor data (ISensorData), 
actuator data (IActuator), and environmental data such as location services (IEnvLocData). There 
are a number of provider services which this component model offers to connect to other services 
for composing very complex applications. These are IdataAnalytics, ISecurity (a set of attributes for 

Figure 8. BPMN Simulation View for REF4CPSIoT Smart Data Streaming Application
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handing secured services in the event of any intrusion), IWebServer and ICloudServer (connecting 
to web services and cloud services).

INTEGRATED SECURE AND PRIVACY DRIVEN CPS-
IOT SERVICE DEVELOPMENT PARADIGM

The above discussed drawbacks and requirements for a concise method, lead us to develop a model 
that integrates various activities of identifying and analysing soft-ware security engineering into the 
software development process, and this new process and its activities is shown in Figure 11. However, 

Figure 9. BPMN Graphical Results on Resource Utilisation for REF4CPSIoT Smart Data Streaming Application

Figure 10. Service Component Model for CPS and IoT Systems
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this paper focuses on only software security requirements specific activities. According to this model, 
SSRE (software security requirements engineering) consists of identifying standards and strategies of 
the organisation with regards to requirements elicitation (including analysis, validation, verification), 
conducting risk management and mitigation, and identifying software security requirements consists 
of a further sub-processes of defining security, identifying security strategies, conducting areas and 
domain scope analysis, business process modeling and simulation, identifying security issues, applying 
use cases and misuse cases, attack patterns.

Likewise, this model also provides security-specific processes for identifying security threats 
during design, development, testing, deployment, and maintenance. There are numerous good design 
principles that can be found in the vast majority of software design literature. However, the following 
is a list of some of the key design principles that are highly relevant to software security design and 
are part of our IS-SDLC model:

•	 Principles of least privilege states to allow only a minimal set of rights (privileges) to a subject 
that requests access to a resource. This helps to avoid intentional or intentional damage that can 
be caused to a resource in case of an attack.

•	 Principles of separation of privilege states that a system should not allow access to resources 
based on a single condition rather it should be based on multiple conditions that have to be 
abstracted into independent components.

•	 Design by incorporating known Common Vulnerability Exposures (CVE, https://cve.mitre.org/).
•	 Design for resilience to develop a resilience model which supports system sustainability alongside 

with Building Trust and Security in (BTSI).
•	 Select software security requirements after performance simulation using BPMN (Business 

Process Modelling Notation) and is described in detail by Ramachandran.

Figure 11. Integrated secure and privacy service systems development engineering life cycle (IS-SSDLC)
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SSRE activities in our IS-SDLC supports security in software-defined networking (SDN), Cloud 
computing services (Software as a service (SaaS), Platform as a Service (PaaS), and Infrastructure 
as a Service (IaaS), Enterprise security includes cloud service providers and service consumers, and 
design for security principles and techniques. This the unique contribution of this model and for the 
body of knowledge in software security research.

FUTURE RESEARCH DIRECTIONS

This article has presented our approach to developing cloud services for CPS and IoT applications 
systematically with the use of the Software Engineering Framework for CPS and IoT driven large scale 
services such as smart cities, smart home, smart transportation, etc. We have developed a number 
of security-specific components that can be reused and customised because they are components 
with message interfaces. We have also developed a number of business processes with simulation 
to pre-inform us about their performances and security measures that can be taken before service 
implementation and deployment. As we discussed in this article, to make cloud computing as a new 
technological business model that is highly successful, profitable, and sustainable, we need to ensure 
cloud security and privacy can be maintained and trusted. Therefore, most of the future research will 
focus mainly on cloud security-related issues, in particular, some of them are as follows:

•	 CPS and IoT with Cloud Computing.
•	 CPS and IoT Development, Tools and Techniques.
•	 CPS and IoT with Big Data Analytics.
•	 CPS and IoT with Security issues.
•	 Control of cloud resources where it is being used and shared and their physical security if this 

is a hardware resource. In other words, security concerned with sharing resources and services.
•	 Seizure of a company because it has violated the local legislation requirement. Concerns of 

client’s data when it has also been violated. Therefore, forensic investigation of cloud services 
and cloud data recovery and protection issues will dominate much of the future research.

•	 Consumer switching for price competition. Storage services provided by one cloud vendor may 
be incompatible with another vendor’s services if a user decides to move from one to the other 
(for example, Microsoft cloud is currently incompatible with Google cloud).

•	 Security key encryption/decryption keys and related issues. Which is a suitable technique for a 
specific service request and for a specific customer data? Who should control? Consumers or 
providers?

•	 Cloud service development paradigm. What is the suitable development paradigm for this type 
of business-driven delivery model?

•	 CPS and IoT Service security vs. cloud security vs. data security will dominate most of the 
future research.

•	 CPS and IoT Privacy related issues. Who controls personal and transactional information?
•	 Audit and monitoring: How do we monitor and audit service provider organizations and how 

do we provide assurance to relevant stakeholders that privacy requirements are met when their 
Personally Identifiable Information (PII) is in the cloud?

•	 Engineering CPS and IoT cloud services. How do we develop, test, and deploy cloud services? 
Can we continue to follow traditional methods and processes?

•	 Business process modelling integrated with cloud service development will emerge and can 
address business-related issues.

•	 Integrating data security as part of the systems, software, and services engineering processes.
•	 Applications such as smart cities, smart transportation, smart grid, smart home, etc.



International Journal of Hyperconnectivity and the Internet of Things
Volume 5 • Issue 1 • January-June 2021

20

CONCLUSION

CPS, IoT, and Cloud computing have established its businesses and providing services for connected 
devices. However, this new trend needs to be more systematic with respect to software engineering and 
its related processes. For example, current challenges that are witnessed today with cybersecurity and 
application security flaws are important lessons to be learned. It also has provided best practices that 
can be adapted. Similarly, as the demand for CPS, IoT, and cloud services increases and so increased 
importance sought for security and privacy. We can build CPS, IoT, and cloud application security 
from the start of cloud service development. CPS, IoT, and Cloud computing are multi-disciplinary 
that include social engineering, software engineering, software security engineering, distributed 
computing, and service engineering. Therefore, a holistic approach is needed to build services. We 
need to use the established architectural and service component model that has been proven over the 
years in many applications.
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