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Context

• Funded by Police Knowledge Fund (College of 
Policing/HEFCE)

• Sought to explore every aspect of the investigation of cyber 
crime in a large regional force

• 12 workstreams developed (on the basis of a Needs 
Analysis) and this presentation pertains to one 
• ‘Assessment of Cybercrime Training’



• Police training/education is of perenial interest (Bryant 
et al 2013) 

• Concerns over everything from level of learning to 
pedagogic strategies

• From “acquisition and transfer” to “ ‘participation’ and 
‘becoming’ ”  (Heslop, 2011, p. 327)

• Tension between ‘theoretical’ and ‘real knowledge’ 
(Chan et al, 2003, p. 304) 

Background



Specific Issues Pertaining to Cyber Training

• Success relies on skilled/motivated staff, not just high 
quality training (Marcum et al, 2010)

• Skills/confidence of front line staff (Holt and Bossler, 
2012)

• Differentiation between local/national responses
• Lack/absence of appropriate in-service training 

Cummins-Flory (2016)
• ‘Hyper-connectivity’ and mundane offences (Wall and 

Williams, 2013, p. 410)
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Specific Issues Pertaining to Cyber Training 
(continued) 

• Cyber knowledge as ‘Core’ or ‘Specialised’ knowledge 
(HMIC 2015)

• The need for ‘general digital awareness’ (PA Consulting 
Group (2015, p. 16)

• “We recognise, however, that bringing the handling of
digital crimes within the general skillset of every police
officer and member of police staff means that it is
essential that they, in turn, have the necessary
understanding of the technology” (HMIC, 2015, p. 30)



Key Themes Identified in the Literature

• Evidenced Knowledge V Experiential Knowledge
• Quality of Training
• Resources
• Positioning of Knowledge within the Organisation
• E-learning



Method
• Questionnaire circulated to all officers who had undertaken cyber 

training in the organization (circa. 600)
• Compared experiences of Online, Face to Face, Workshop and Q 

and A.
• Included some free text options to generate qualitative data

• Aimed to Answer these Questions
• i.  What are the characteristics and differences between training 

styles, in terms of 
• the Format, Satisfaction, Relevancy, Usefulness of knowledge, 

Increase of knowledge, 
• and Increase of skills and Increase of job performance?  
• ii.     Is there a training style preferred by the participants? 
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Compared experiences of Online (i.e. delivered remotely and electronically), Face to Face (i.e. 
traditional classroom-based training), Workshop (i.e. loosely structured training events), and Q and A




Findings
• Quantitative 

• Face to Face (i.e. Traditional) training methods were significantly 
favoured over e-learning packages

• Qualitative
• Online learning (advantage) ‘Flexible’ 
• Online learning (disadvantages) ‘Superficiality of learning’, ‘Complexity’, 

‘Questions’, ‘Lack of interaction’

• Face to Face learning (advantages) ‘Clarification’, ‘Interaction’, 
‘Knowledge/Skill of Trainers’, ‘Ease of Learning’, ‘Sharing of 
Experiences’

• Face to Face learning (disadvantages) ‘Nothing/NA’, ‘Time to Travel/ 
Participate’, ‘Mixed Ability of Learners’, ‘Too Long/Too Intense’, 
‘Relevance to Role’.



• Evidenced Knowledge V Experiential Knowledge
• Quality of Training
• Resources
• Positioning of Knowledge within the Organisation
• E-learning

Discussion
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The ﬁndings do appear to provide possible support for Heslop’s assertion that learning is (or, at least, was viewed by some of this project’s participants) as an active social and cultural process. Whilst ofﬁcers saw some beneﬁts to online learning packages these were viewed, at best, as only a partial solution to the delivery of effective police cyber learning and ofﬁcers criticized this mode of delivery for its superﬁciality and its lack of an interactive element. Whilst eLearning packages undoubtedly offer scope for efﬁciencies, it should be argued that police investigatory training in a context as ﬂuid and dynamic as cybercrime demands recognition that some learning takes place against a context of evolving human interaction (with systems, individuals, and legislation) that requires a more interactive approach to learning. 
 These respondents tended to attribute such positive experiences to the opportunity to seek clarity over particular issues. However, other indicators of their positive experiences were elements of interaction, the skill of the trainers and the sharing of experiences between participants. Such factors highlight the perceivedimportance, to respondents, of the participatory elements of the learning environment and, in doing so, appear to support the work of Heslop who advocates greater recognition of the need for participatory approaches to police learning
Insufficient trainers, insuffient estate to deliver the training. Lack of refresher training – Push to e training?
4. Real strategic importance – some resistance to the idea that officers need to know about it. The responses suggest two causes: that a mainstream training package may not be best suited to the variety of roles within the force, and that the principle of ‘general digital awareness’ (PA Consulting Group, 2015, p. 16) as a common skill set for all public facing police employees has yet to resonate fully throughout police organizations. Chan et al.’s use of the concept of ‘ﬁeld’ (the structural context of policing) may helpus to understand this issue more fully
Opportunities and challenges. Challenges – ineffective – ok for legislation updates and basic skills, but not for complex and evolving subjects where there might be mixed abilities. Strategic not default use. 
HMIC (2015) who found that a lack of suitable equipment undermined this method’s effectiveness. Somewhat ironically, the same research found that online cyber packages tended to work mosteffectively whenusedasa‘group trainingtool’ (HMIC, 2015, p. 32



Conclusion
• Cyber training, in this organisation, presented a 

real mix of practical, strategic and cultural 
challenges.

• Practical issues including estate, capacity, 
hardware issues

• Strategic issues included that of about where to 
situate cyber skills in the organization

• Cultural resistance to adding cyber skills to the 
generic officer role. 
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